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CVE CVE-2019-10316
State PUBLIC
Assigner jenkinsci-cert@googlegroups.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-30 13:29:00 UTC
Updated 2023-10-25 18:16:00 UTC
Description Jenkins Aqua MicroScanner Plugin 1.0.5 and earlier stored credentials unencrypted in its global configuration file on the Jel

/ |

1|

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Jenkins Aqua Microscanner All All All All

Reference Source Link Tags

Jenkins Multiple Security Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry
oss-security - Multiple vulnerabilities in Jenkins plugins MLIST www.openwall.com Mailing List, Third Party Advisory
Jenkins Security Advisory 2019-04-30 MISC jenkins.io Vendor Advisory

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996047 Java (Maven) Security Update for org.jenkins-ci.plugins:aqua-microscanner (GHSA-gg8r-24gm-gfch)

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,


https://cve.report/
https://cve.report/CVE-2019-10316/mitre
https://cve.report/CVE-2019-10316/nist
https://cve.report/CVE-2019-10316/cve_org
https://cve.report/CVE-2019-10316.pdf
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/aqua_microscanner
http://www.securityfocus.com/bid/108159
http://www.openwall.com/lists/oss-security/2019/04/30/5
https://jenkins.io/security/advisory/2019-04-30/#SECURITY-1380
https://www.cve.org/CVERecord?id=CVE-2019-10316
https://nvd.nist.gov/vuln/detail/CVE-2019-10316
http://cve.report/qid/996047
https://cve.report/

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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