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Summary

CVE CVE-2019-10320

State PUBLIC

Assigner jenkinsci-cert@googlegroups.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-21 13:29:00 UTC

Updated 2023-10-25 18:16:00 UTC

Description Jenkins Credentials Plugin 2.1.18 and earlier allowed users with permission to create or update credentials to confirm the existence of files on the Jenkins master with an attacker-specified path, and obtain the certificate content of files containing a PKCS#12 certificate.

Risk And Classification

Problem Types: CWE-538

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Credentials All All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT access.redhat.com

Exploring the File System via Jenkins Credentials Plugin Vulnerability – CVE-2019-10320 | Nightwatch Cybersecurity MISC wwws.nightwatchcybersecurity.com

Malformed Request BID www.securityfocus.com

Red Hat Customer Portal REDHAT access.redhat.com

oss-security - Multiple vulnerabilities in Jenkins plugins MLIST www.openwall.com

Jenkins Security Advisory 2019-05-21 MISC jenkins.io

Full Disclosure: Exploring the File System via Jenkins Credentials Plugin Vulnerability – CVE-2019-10320 FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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