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CVE CVE-2019-10622
State PUBLIC
Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-16 11:15:00 UTC
Updated 2020-04-22 14:51:00 UTC
Description Out of bound memory access can happen while parsing ADSP message due to lack of check of size of payload received fr

/ |

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm Apqg8009 - All All All
Hardware Qualcomm Apq8009 - All All All
Operating System Qualcomm Apqg8009 Firmware - All All All
Operating System Qualcomm Apg8009 Firmware - All All All
Hardware Qualcomm Apq8096au - All All All
Hardware Qualcomm Apg8096au - All All All
Operating System Qualcomm Apqg8096au Firmware - All All All
Operating System Qualcomm Apqg8096au Firmware - All All All
Hardware Qualcomm Ipg4019 - All All All
Hardware Qualcomm Ipg4019 - All All All
Operating System Qualcomm Ipg4019 Firmware - All All All
Operating System Qualcomm Ipg4019 Firmware - All All All
Hardware Qualcomm Ipg6018 - All All All
Hardware Qualcomm Ipg6018 - All All All
Operating System Qualcomm Ipg6018 Firmware - All All All
Operating System Qualcomm Ipg6018 Firmware - All All All
Hardware Qualcomm Ipa8064 - All All All
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Hardware Qualcomm Sc8180x - All All All
Hardware Qualcomm Sc8180x - All All All
Operating System Qualcomm Sc8180x Firmware - All All All
Operating System Qualcomm Sc8180x Firmware - All All All
Hardware Qualcomm Sdm710 - All All All
Hardware Qualcomm Sdm710 - All All All
Operating System Qualcomm Sdm710 Firmware - All All All
Operating System Qualcomm Sdm710 Firmware - All All All
Hardware Qualcomm Sdx24 - All All All
Hardware Qualcomm Sdx24 - All All All
Operating System Qualcomm Sdx24 Firmware - All All All
Operating System Qualcomm Sdx24 Firmware - All All All
Hardware Qualcomm Sdx55 - All All All
Hardware Qualcomm Sdx55 - All All All
Operating System Qualcomm Sdx55 Firmware - All All All
Operating System Qualcomm Sdx55 Firmware - All All All
Hardware Qualcomm Sm8150 - All All All
Hardware Qualcomm Sm8150 - All All All
Operating System Qualcomm Sm8150 Firmware - All All All
Operating System Qualcomm Sm8150 Firmware - All All All
Hardware Qualcomm Sm8250 - All All All
Hardware Qualcomm Sm8250 - All All All
Operating System Qualcomm Sm8250 Firmware - All All All
Operating System Qualcomm Sm8250 Firmware - All All All
Hardware Qualcomm Sxr2130 - All All All
Hardware Qualcomm Sxr2130 - All All All
Operating System Qualcomm Sxr2130 Firmware - All All All
Operating System Qualcomm Sxr2130 Firmware - All All All
Reference Source Link Tags

April 2020 Bulletin | Qualcomm CONFIRM www.qualcomm.com Patch, Vendor Advisory
CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sc8180x
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sc8180x
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sc8180x_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sc8180x_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdm710
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdm710
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdm710_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdm710_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx24
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx24
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx24_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx24_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm8150
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm8150
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm8150_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm8150_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm8250
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm8250
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm8250_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm8250_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sxr2130
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sxr2130
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sxr2130_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sxr2130_firmware
https://www.qualcomm.com/company/product-security/bulletins/april-2020-bulletin
https://www.cve.org/CVERecord?id=CVE-2019-10622
https://nvd.nist.gov/vuln/detail/CVE-2019-10622

There are currently no legacy QID mappings associated with this CVE.
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