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MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2019-10629
State PUBLIC
Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-08 10:15:00 UTC
Updated 2020-09-11 13:15:00 UTC
Description u'User Process can potentially corrupt kernel virtual page by passing a crafted page in API" in Snapdragon Auto, Snapdrag¢

/ |

1|

Risk And Classification

Problem Types: CWE-129

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm Bitra - All All All
Hardware Qualcomm Bitra - All All All
Operating System Qualcomm Bitra Firmware - All All All
Operating System Qualcomm Bitra Firmware - All All All
Hardware Qualcomm Ipg6018 - All All All
Hardware Qualcomm lpg6018 - All All All
Operating System Qualcomm lpg6018 Firmware - All All All
Operating System Qualcomm Ipg6018 Firmware - All All All
Hardware Qualcomm Ipg8074 - All All All
Hardware Qualcomm Ipq8074 - All All All
Operating System Qualcomm Ipg8074 Firmware - All All All
Operating System Qualcomm Ipg8074 Firmware - All All All
Hardware Qualcomm Mdm9205 - All All All
Hardware Qualcomm Mdm9205 - All All All
Operating System Qualcomm Mdm9205 Firmware - All All All
Operating System Qualcomm Mdm9205 Firmware - All All All
Hardware Qualcomm Nicobar - All All All
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canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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