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Summary

CVE CVE-2019-10655

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-30 17:29:00 UTC

Updated 2022-04-18 18:12:00 UTC

Description Grandstream GAC2500 1.0.3.35, GXP2200 1.0.3.27, GVC3202 1.0.3.51, GXV3275 before 1.0.3.219 Beta, and GXV3240 before 1.0.3.219 Beta devices allow unauthenticated remote code execution via shell metacharacters in a /manager?action=getlogcat priority field, in conjunction with a buffer overflow (via the phonecookie cookie) to overwrite a data structure and consequently bypass authentication. This can be exploited remotely or via CSRF because the cookie can be placed in an Accept HTTP header in an XMLHttpRequest call to lighttpd.

Risk And Classification

Problem Types: CWE-119 | CWE-352 | CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Grandstream Gac2500 - All All All

Hardware Grandstream Gac2500 - All All All

Operating System Grandstream Gac2500 Firmware All All All All

Hardware Grandstream Gvc3202 - All All All

Hardware Grandstream Gvc3202 - All All All

Operating System Grandstream Gvc3202 Firmware All All All All

Operating System Grandstream Gvc3202 Firmware All All All All

Hardware Grandstream Gxp2200 - All All All

Hardware Grandstream Gxp2200 - All All All

Operating System Grandstream Gxp2200 Firmware All All All All

Hardware Grandstream Gxv3240 - All All All

Hardware Grandstream Gxv3240 - All All All

Operating System Grandstream Gxv3240 Firmware All All All All

Operating System Grandstream Gxv3240 Firmware All All All All

Hardware Grandstream Gxv3275 - All All All

Hardware Grandstream Gxv3275 - All All All

Operating System Grandstream Gxv3275 Firmware All All All All
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Operating System Grandstream Gxv3275 Firmware All All All All

Operating System Grandstream Gxv3275 Firmware All All All All

References

Reference Source Link Tags

GitHub - scarvell/grandstream_exploits MISC github.com Exploit, Third Party Advisory

www.trustwave.com/en-us/resources/security-resources/security-advisories MISC www.trustwave.com Third Party Advisory

Grandstream GXV31XX settimezone Unauthenticated Command Execution ≈ Packet Storm MISC packetstormsecurity.com

Grandstream GXV3175 Unauthenticated Command Execution ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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