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Western Digital SanDisk SanDisk X300, X300s, X400, and X600 devices: The firmware update authentication method relie:
| |

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
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Hardware

Vendor Product Version Update Edition Language
Westerndigital Sandisk X300s Sd7sb3g-064g - All All All
Westerndigital Sandisk X300s Sd7sb3g-064g - All All All
Westerndigital Sandisk X300s Sd7sb3g-064g Firmware - All All All
Westerndigital Sandisk X300s Sd7sb3g-064g Firmware - All All All
Westerndigital Sandisk X300s Sd7sn3g-064g - All All All
Westerndigital Sandisk X300s Sd7sn3g-064g - All All All
Westerndigital Sandisk X300s Sd7sn3g-064g Firmware - All All All
Westerndigital Sandisk X300s Sd7sn3g-064g Firmware - All All All
Westerndigital Sandisk X300s Sd7ub2g-010t - All All All
Westerndigital Sandisk X300s Sd7ub2g-010t - All All All
Westerndigital Sandisk X300s Sd7ub2g-010t Firmware - All All All
Westerndigital Sandisk X300s Sd7ub2g-010t Firmware - All All All
Westerndigital Sandisk X300s Sd7ub2g-512g - All All All
Westerndigital Sandisk X300s Sd7ub2g-512¢g - All All All
Westerndigital Sandisk X300s Sd7ub2g-512g Firmware - All All All
Westerndigital Sandisk X300s Sd7ub2g-512g Firmware - All All All

Westerndigital Sandisk X300s Sd7ub3qg-128¢g - All All All
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Sandisk X300s Sd7ub3qg-128g

Sandisk X300s Sd7ub3qg-128g Firmware
Sandisk X300s Sd7ub3qg-128g Firmware
Sandisk X300s Sd7ub3qg-256g

Sandisk X300s Sd7ub3g-256¢g

Sandisk X300s Sd7ub3g-256g Firmware
Sandisk X300s Sd7ub3g-256g Firmware
Sandisk X300s Sd7un3g-128g

Sandisk X300s Sd7un3g-128g

Sandisk X300s Sd7un3g-128g Firmware
Sandisk X300s Sd7un3g-128g Firmware
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Sandisk X300s Sd7un3qg-2569g
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Sandisk X300s Sd7un3qg-512g
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Westerndigital

Sandisk X300 Sd7sf6s-128¢g

Sandisk X300 Sd7sf6s-128g

Sandisk X300 Sd7sf6s-128g Firmware
Sandisk X300 Sd7sf6s-128g Firmware
Sandisk X300 Sd7sf6s-256g

Sandisk X300 Sd7sf6s-2569g

Sandisk X300 Sd7sf6s-256g Firmware
Sandisk X300 Sd7sf6s-256g Firmware
Sandisk X300 Sd7sf6s-512¢g

Sandisk X300 Sd7sf6s-512¢g

Sandisk X300 Sd7sf6s-512g Firmware
Sandisk X300 Sd7sf6s-512g Firmware
Sandisk X300 Sd7sn6s-128g

Sandisk X300 Sd7sn6s-128g

Sandisk X300 Sd7sn6s-128g Firmware
Sandisk X300 Sd7sn6s-128g Firmware
Sandisk X300 Sd7sn6s-256¢g

Sandisk X300 Sd7sn6s-256¢g

Sandisk X300 Sd7sn6s-256g Firmware
Sandisk X300 Sd7sn6s-256g Firmware
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Sandisk X300 Sd7sn6s-512¢g

Sandisk X300 Sd7sn6s-512g Firmware
Sandisk X300 Sd7sn6s-512g Firmware
Sandisk X400 Sd8sb8u-128g

Sandisk X400 Sd8sb8u-128g

Sandisk X400 Sd8sb8u-128g-1122

Sandisk X400 Sd8sb8u-128g-1122

Sandisk X400 Sd8sb8u-128g-1122 Firmware

Sandisk X400 Sd8sb8u-128g-1122 Firmware

Sandisk X400 Sd8sb8u-128g Firmware
Sandisk X400 Sd8sb8u-128g Firmware
Sandisk X400 Sd8sb8u-1t00
Sandisk X400 Sd8sb8u-1t00

Sandisk X400 Sd8sb8u-1t00-1122
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CVE Program record

NVD vulnerability detail

WDC-19006 SanDisk X600 SATA SED SSD | Western Digital
WDC-19007 SanDisk X300, X300s, and X400 SATA SED SSD | Western Digital
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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