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Summary

CVE CVE-2019-10712

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-07 22:29:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description The Web-GUI on WAGO Series 750-88x (750-330, 750-352, 750-829, 750-831, 750-852, 750-880, 750-881, 750-882, 750-884, 750-885, 750-889) and Series 750-87x (750-830, 750-849, 750-871, 750-872, 750-873) devices has undocumented service access.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Wago 750-330 - All All All

Hardware Wago 750-330 - All All All

Operating System Wago 750-330 Firmware All All All All

Operating System Wago 750-330 Firmware All All All All

Hardware Wago 750-352 - All All All

Hardware Wago 750-352 - All All All

Operating System Wago 750-352 Firmware All All All All

Operating System Wago 750-352 Firmware All All All All

Hardware Wago 750-829 - All All All

Hardware Wago 750-829 - All All All

Operating System Wago 750-829 Firmware All All All All

Operating System Wago 750-829 Firmware All All All All

Hardware Wago 750-830 - All All All

Hardware Wago 750-830 - All All All

Operating System Wago 750-830 Firmware All All All All

Operating System Wago 750-830 Firmware All All All All

Hardware Wago 750-831 - All All All
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Hardware Wago 750-831 - All All All

Hardware Wago 750-831 - All All All

Operating System Wago 750-831 Firmware All All All All

Operating System Wago 750-831 Firmware All All All All

Hardware Wago 750-849 - All All All

Hardware Wago 750-849 - All All All

Operating System Wago 750-849 Firmware All All All All

Operating System Wago 750-849 Firmware All All All All

Hardware Wago 750-852 - All All All

Hardware Wago 750-852 - All All All

Operating System Wago 750-852 Firmware All All All All

Operating System Wago 750-852 Firmware All All All All

Hardware Wago 750-871 - All All All

Hardware Wago 750-871 - All All All

Operating System Wago 750-871 Firmware All All All All

Operating System Wago 750-871 Firmware All All All All

Hardware Wago 750-872 - All All All

Hardware Wago 750-872 - All All All

Operating System Wago 750-872 Firmware All All All All

Operating System Wago 750-872 Firmware All All All All

Hardware Wago 750-873 - All All All

Hardware Wago 750-873 - All All All

Operating System Wago 750-873 Firmware All All All All

Operating System Wago 750-873 Firmware All All All All

Hardware Wago 750-880 - All All All

Hardware Wago 750-880 - All All All

Operating System Wago 750-880 Firmware All All All All

Operating System Wago 750-880 Firmware All All All All

Hardware Wago 750-881 - All All All

Hardware Wago 750-881 - All All All

Operating System Wago 750-881 Firmware All All All All

Operating System Wago 750-881 Firmware All All All All

Hardware Wago 750-882 - All All All

Hardware Wago 750-882 - All All All

Operating System Wago 750-882 Firmware All All All All

Operating System Wago 750-882 Firmware All All All All
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Hardware Wago 750-884 - All All All

Hardware Wago 750-884 - All All All

Operating System Wago 750-884 Firmware All All All All

Operating System Wago 750-884 Firmware All All All All

Hardware Wago 750-885 - All All All

Hardware Wago 750-885 - All All All

Operating System Wago 750-885 Firmware All All All All

Operating System Wago 750-885 Firmware All All All All

Hardware Wago 750-889 - All All All

Hardware Wago 750-889 - All All All

Operating System Wago 750-889 Firmware All All All All

Operating System Wago 750-889 Firmware All All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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