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CVE CVE-2019-10714
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-02 21:29:00 UTC
Updated 2021-04-28 19:08:00 UTC
Description LocaleLowercase in MagickCore/locale.c in ImageMagick before 7.0.8-32 allows out-of-bounds access, leading to a SIGSE

/

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Imagemagick Imagemagick All All All All
Application Imagemagick Imagemagick All All All All

References

Reference Source
... - ImageMagick/ImageMagick@edc7d30 - GitHub MISC
... - ImageMagick/ImageMagick@07eebcd - GitHub MISC

Out-of-boundary in function LocaleLowercase of MagickCore/locale.c - Issue #1495 - ImageMagick/ImageMagick - GitHub ~ MISC

... - ImageMagick/ImageMagick@58d9c¢46 - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296080 Oracle Solaris 11.4 Support Repository Update (SRU) 13.4.0 Missing (CPUJUL2019)
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https://cve.report/CVE-2019-10714/cve_org
https://cve.report/CVE-2019-10714.pdf
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
https://github.com/ImageMagick/ImageMagick/commit/edc7d3035883ddca8413e4fe7689aa2e579ef04a
https://github.com/ImageMagick/ImageMagick/commit/07eebcd72f45c8fd7563d3f9ec5d2bed48f65f36
https://github.com/ImageMagick/ImageMagick/issues/1495
https://github.com/ImageMagick/ImageMagick/commit/58d9c46929ca0828edde34d263700c3a5fe8dc3c
https://www.cve.org/CVERecord?id=CVE-2019-10714
https://nvd.nist.gov/vuln/detail/CVE-2019-10714
http://cve.report/qid/296080
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