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Summary

CVE CVE-2019-10746

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-23 17:15:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description mixin-deep is vulnerable to Prototype Pollution in versions before 1.3.2 and version 2.0.0. The function mixin-deep could be tricked into adding or modifying properties of Object.prototype using a constructor payload.

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Fedoraproject Fedora 30 All

Operating System Fedoraproject Fedora 31 All

Application Mixin-deep Project Mixin-deep All All

Application Mixin-deep Project Mixin-deep 2.0.0 All

Application Mixin-deep Project Mixin-deep All All

Application Mixin-deep Project Mixin-deep 2.0.0 All

Application Oracle Communications Cloud Native Core Network Function Cloud Native Environment 1.4.0 All

References

Reference Source Link

[SECURITY] Fedora 31 Update: nodejs-mixin-deep-1.3.2-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

[SECURITY] Fedora 30 Update: nodejs-mixin-deep-1.3.2-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: nodejs-mixin-deep-1.3.2-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Prototype Pollution in mixin-deep | Snyk MISC snyk.io

[SECURITY] Fedora 31 Update: nodejs-mixin-deep-1.3.2-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)

940253 AlmaLinux Security Update for nodejs:12 (ALSA-2021:0549)

960803 Rocky Linux Security Update for nodejs:12 (RLSA-2021:0549)

983803 Nodejs (npm) Security Update for mixin-deep (GHSA-fhjf-83wg-r2j9)
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