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Summary

CVE CVE-2019-10751

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-23 17:15:00 UTC

Updated 2019-09-02 18:15:00 UTC

Description All versions of the HTTPie package prior to version 1.0.3 are vulnerable to Open Redirect that allows an attacker to write an arbitrary file with supplied filename and content to the current directory, by redirecting a request from HTTP to a crafted URL pointing to a server in his or hers control.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Httpie Httpie All All All All

Application Httpie Httpie All All All All

References

Reference Source Link Tags

[security-announce] openSUSE-SU-2019:2089-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] [DLA 1937-1] httpie security update MLIST lists.debian.org

Open Redirect in httpie | Snyk MISC snyk.io Exploit, Third Party Advisory

Release HTTPie 1.0.3 · httpie/httpie · GitHub MISC github.com Release Notes, Third Party Advisory

[security-announce] openSUSE-SU-2019:2050-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500996 Alpine Linux Security Update for httpie

https://cve.report/
https://cve.report/CVE-2019-10751/mitre
https://cve.report/CVE-2019-10751/nist
https://cve.report/CVE-2019-10751/cve_org
https://cve.report/CVE-2019-10751.pdf
http://cve.report/vendor/httpie
http://cve.report/software/httpie/httpie
http://cve.report/vendor/httpie
http://cve.report/software/httpie/httpie
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00022.html
https://lists.debian.org/debian-lts-announce/2019/09/msg00031.html
https://snyk.io/vuln/SNYK-PYTHON-HTTPIE-460107
https://github.com/jakubroztocil/httpie/releases/tag/1.0.3
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00003.html
https://www.cve.org/CVERecord?id=CVE-2019-10751
https://nvd.nist.gov/vuln/detail/CVE-2019-10751
http://cve.report/qid/500996
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