
CVE-2019-10753
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2019-10753

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-05 20:15:00 UTC

Updated 2019-09-06 17:20:00 UTC

Description In all versions prior to version 3.9.6 for eclipse-wtp, all versions prior to version 9.4.4 for eclipse-cdt, and all versions prior to version 3.0.1 for eclipse-groovy, Spotless was resolving dependencies over an insecure channel (http). If the build occurred over an insecure connection, a malicious user could have perform a Man-in-the-Middle attack during the build and alter the build artifacts that were produced. In case that any of these artifacts were compromised, any developers using these could be altered. **Note:** In order to validate that this artifact was not compromised, the maintainer would need to confirm that none of the artifacts published to the registry were not altered with. Until this happens, we can not guarantee that this artifact was not compromised even though the probability that this happened is low.

Risk And Classification

Problem Types: CWE-669

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Diffplug Eclipse-cdt All All All All

Application Diffplug Eclipse-cdt All All All All

Application Diffplug Eclipse-groovy All All All All

Application Diffplug Eclipse-groovy All All All All

Application Diffplug Eclipse-wtp All All All All

Application Diffplug Eclipse-wtp All All All All

References

Reference Source Link Tags

Unsafe Dependency Resolution in com.diffplug.spotless:spotless-eclipse-wtp | Snyk MISC snyk.io Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981651 Java (maven) Security Update for com.diffplug.spotless:spotless-eclipse-groovy (GHSA-gvxv-5fp2-358q)

https://cve.report/
https://cve.report/CVE-2019-10753/mitre
https://cve.report/CVE-2019-10753/nist
https://cve.report/CVE-2019-10753/cve_org
https://cve.report/api/cve/CVE-2019-10753.json
https://cve.report/CVE-2019-10753.pdf
http://cve.report/vendor/diffplug
http://cve.report/software/diffplug/eclipse-cdt
http://cve.report/vendor/diffplug
http://cve.report/software/diffplug/eclipse-cdt
http://cve.report/vendor/diffplug
http://cve.report/software/diffplug/eclipse-groovy
http://cve.report/vendor/diffplug
http://cve.report/software/diffplug/eclipse-groovy
http://cve.report/vendor/diffplug
http://cve.report/software/diffplug/eclipse-wtp
http://cve.report/vendor/diffplug
http://cve.report/software/diffplug/eclipse-wtp
https://snyk.io/vuln/SNYK-JAVA-COMDIFFPLUGSPOTLESS-460377
https://www.cve.org/CVERecord?id=CVE-2019-10753
https://nvd.nist.gov/vuln/detail/CVE-2019-10753
http://cve.report/qid/981651


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2019-10753
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


