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CVE CVE-2019-10754
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-23 23:15:00 UTC
Updated 2019-09-24 13:59:00 UTC
Description Multiple classes used within Apereo CAS before release 6.1.0-RC5 makes use of apache commons-lang3 RandomStringU:

/ |

1|

Risk And Classification

Problem Types: CWE-338

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apereo Central Authentication Service 6.1.0 rci All All
Application Apereo Central Authentication Service 6.1.0 rc2 All All
Application Apereo Central Authentication Service 6.1.0 rc3 All All
Application Apereo Central Authentication Service 6.1.0 rc4 All All
Application Apereo Central Authentication Service 6.1.0 rci All All
Application Apereo Central Authentication Service 6.1.0 rc2 All All
Application Apereo Central Authentication Service 6.1.0 rc3 All All
Application Apereo Central Authentication Service 6.1.0 rc4 All All
Application Apereo Central Authentication Service All All All All

References
Reference Source Link Tags
Insecure Randomness in org.apereo.cas:cas-server-support-shell | Snyk MISC snyk.io Exploit, Patch, Third Party £
Insecure Randomness in org.apereo.cas:cas-server-core-services-api | Snyk MISC snyk.io Exploit, Patch, Third Party #
Insecure Randomness in org.apereo.cas:cas-server-support-oauth-core-api | Snyk ~ MISC snyk.io Exploit, Patch, Third Party £
Insecure Randomness in org.apereo.cas:cas-server-support-oidc | Snyk MISC snyk.io Exploit, Patch, Third Party £
Insecure Randomness in org.apereo.cas:cas-server-support-simple-mfa | Snyk MISC snyk.io Exploit, Patch, Third Party #



https://cve.report/
https://cve.report/CVE-2019-10754/mitre
https://cve.report/CVE-2019-10754/nist
https://cve.report/CVE-2019-10754/cve_org
https://cve.report/api/cve/CVE-2019-10754.json
https://cve.report/CVE-2019-10754.pdf
http://cve.report/vendor/apereo
http://cve.report/software/apereo/central_authentication_service
http://cve.report/vendor/apereo
http://cve.report/software/apereo/central_authentication_service
http://cve.report/vendor/apereo
http://cve.report/software/apereo/central_authentication_service
http://cve.report/vendor/apereo
http://cve.report/software/apereo/central_authentication_service
http://cve.report/vendor/apereo
http://cve.report/software/apereo/central_authentication_service
http://cve.report/vendor/apereo
http://cve.report/software/apereo/central_authentication_service
http://cve.report/vendor/apereo
http://cve.report/software/apereo/central_authentication_service
http://cve.report/vendor/apereo
http://cve.report/software/apereo/central_authentication_service
http://cve.report/vendor/apereo
http://cve.report/software/apereo/central_authentication_service
https://snyk.io/vuln/SNYK-JAVA-ORGAPEREOCAS-467404
https://snyk.io/vuln/SNYK-JAVA-ORGAPEREOCAS-468868
https://snyk.io/vuln/SNYK-JAVA-ORGAPEREOCAS-467406
https://snyk.io/vuln/SNYK-JAVA-ORGAPEREOCAS-468869
https://snyk.io/vuln/SNYK-JAVA-ORGAPEREOCAS-467402

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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