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Certain versions of Yarn from Yarnpkg contain the following
vulnerability:

In Yarn before 1.21.1, the package install functionality can be abused
to generate arbitrary symlinks on the host filesystem by using specially
crafted "bin" keys. Existing files could be overwritten depending on the
current user permission set.

CVSS3 Score: 7.8 - HIGH
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CVE References

Description Tags Link

[SECURITY] Fedora 30
Update: nodejs-yarn-1.21.1-
1.fc30 - package-announce
- Fedora Mailing-Lists

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2020-7525beefa1

CVE-2019-10773 has been assigned by  report@snyk.io to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2019-10773/mitre
https://cve.report/CVE-2019-10773/nist
https://cve.report/CVE-2019-10773/cve_org
https://cve.report/CVE-2019-10773.pdf
http://cve.report/software/yarnpkg/yarn
http://cve.report/vendor/yarnpkg
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3HIZW4NZVV5QY5WWGW2JRP3FHYKZ6ZJ5/


← Previous ID Next ID→

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2020:0475

Fixes bin overwrites
(#7755) ·
yarnpkg/yarn@039bafd ·
GitHub

Patch

Third Party Advisory

github.com

text/html

 MISC
github.com/yarnpkg/yarn/commit/039bafd74b7b1a88a53a54f8fa6fa872615e90e7

[SECURITY] Fedora 31
Update: nodejs-yarn-1.21.1-
1.fc31 - package-announce
- Fedora Mailing-Lists

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2020-766ce5adae

Invalid vulnerability Broken Link

snyk.io

text/html

Inactive Link Not Archived

 MISC snyk.io/vuln/SNYK-JS-YARN-537806,

globally-installed package
overwrites an existing
binary in the target install
location · Issue #7761 ·
yarnpkg/yarn · GitHub

Exploit

Third Party Advisory

github.com

text/html

 CONFIRM github.com/yarnpkg/yarn/issues/7761#issuecomment-565493023

binary planting and arbitrary
file (over)write
vulnerabilities in npm, pnpm
and yarn | Blog of Daniel
Ruf

Exploit

Third Party Advisory

blog.daniel-ruf.de

text/html

 MISC blog.daniel-ruf.de/critical-design-flaw-npm-pnpm-yarn/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

981590 Nodejs (npm) Security Update for yarn (GHSA-5xf4-f2fq-f69j)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Yarnpkg Yarn All All All All

Application Yarnpkg Yarn All All All All

No vendor comments have been submitted for this CVE
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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