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Summary

CVE CVE-2019-10871

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-05 04:29:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description An issue was discovered in Poppler 0.74.0. There is a heap-based buffer over-read in the function PSOutputDev::checkPageSlice at PSOutputDev.cc.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freedesktop Poppler 0.74.0 All All All

Application Freedesktop Poppler 0.74.0 All All All

References

Reference Source Link

[SECURITY] [DLA 1963-2] poppler regression update MLIST lists.debian.org

[SECURITY] Fedora 29 Update: poppler-0.67.0-21.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] [DLA 1963-1] poppler security update MLIST lists.debian.org

Malformed Request BID www.securityfocus.com

[SECURITY] Fedora 30 Update: poppler-0.73.0-13.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 29 Update: poppler-0.67.0-21.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 30 Update: poppler-0.73.0-13.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

A heap-buffer-overflow in function PSOutputDev::checkPageSlice (#751) · Issues · poppler / poppler · GitLab MISC gitlab.freedesktop.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/CVE-2019-10871/mitre
https://cve.report/CVE-2019-10871/nist
https://cve.report/CVE-2019-10871/cve_org
https://cve.report/CVE-2019-10871.pdf
http://cve.report/vendor/freedesktop
http://cve.report/software/freedesktop/poppler
http://cve.report/vendor/freedesktop
http://cve.report/software/freedesktop/poppler
https://lists.debian.org/debian-lts-announce/2019/10/msg00025.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/YWS7NVFFCUY3YSTMEKZEJEU6JVUUBKHB/
https://lists.debian.org/debian-lts-announce/2019/10/msg00024.html
http://www.securityfocus.com/bid/107862
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/7MAWV24KRXTFODLVT46RXI27XIQFX2QR/
https://access.redhat.com/errata/RHSA-2019:2713
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/YWS7NVFFCUY3YSTMEKZEJEU6JVUUBKHB/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7MAWV24KRXTFODLVT46RXI27XIQFX2QR/
https://gitlab.freedesktop.org/poppler/poppler/issues/751
https://www.cve.org/CVERecord?id=CVE-2019-10871
https://nvd.nist.gov/vuln/detail/CVE-2019-10871


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

377260 Alibaba Cloud Linux Security Update for poppler and evince (ALINUX2-SA-2020:0052)

670200 EulerOS Security Update for poppler (EulerOS-SA-2021-1699)

670244 EulerOS Security Update for poppler (EulerOS-SA-2021-1832)

670666 EulerOS Security Update for poppler (EulerOS-SA-2021-2425)

670920 EulerOS Security Update for poppler (EulerOS-SA-2021-1832)

751420 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2021:3854-1)

751427 OpenSUSE Security Update for poppler (openSUSE-SU-2021:3854-1)

752145 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2022:1723-1)

752148 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2022:1724-1)

http://cve.report/qid/377260
http://cve.report/qid/670200
http://cve.report/qid/670244
http://cve.report/qid/670666
http://cve.report/qid/670920
http://cve.report/qid/751420
http://cve.report/qid/751427
http://cve.report/qid/752145
http://cve.report/qid/752148
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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