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Summary

CVE CVE-2019-10874

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-05 05:29:00 UTC

Updated 2021-01-04 18:02:00 UTC

Description Cross Site Request Forgery (CSRF) in the bolt/upload File Upload feature in Bolt CMS 3.6.6 allows remote attackers to execute arbitrary code by uploading a JavaScript file to include executable extensions in the file/edit/config/config.yml configuration file.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Boltcms Bolt 3.6.6 All All All

Application Boltcms Bolt 3.6.6 All All All

References

Reference

Bolt CMS 3.6.6 exploit

Make sure `accept_file_types` is an INDEXED array, and disallow certain filetypes to be whitelisted by bobdenotter · Pull Request #7768 · bolt/bolt · GitHub

Bolt CMS 3.6.6 Cross Site Request Forgery / Code Execution ≈ Packet Storm

Bolt CMS 3.6.6 - Cross-Site Request Forgery / Remote Code Execution - PHP webapps Exploit

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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