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Within multiple XEROX products a vulnerability allows remote command execution on the Linux system, as the "nobody" us
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System

Hardware

Vendor Product Version Update Edition Language
Xerox Colorqube 8700 - All All All
Xerox Colorqube 8700 - All All All
Xerox Colorqube 8700 Firmware All All All All
Xerox Colorqube 8700 Firmware All All All All
Xerox Colorqube 8900 - All All All
Xerox Colorqube 8900 - All All All
Xerox Colorqube 8900 Firmware All All All All
Xerox Colorqube 8900 Firmware All All All All
Xerox Colorqube 9301 - All All All
Xerox Colorqube 9301 - All All All
Xerox Colorqube 9301 Firmware All All All All
Xerox Colorqube 9301 Firmware All All All All
Xerox Colorqube 9302 - All All All
Xerox Colorqube 9302 - All All All
Xerox Colorqube 9302 Firmware All All All All
Xerox Colorqube 9302 Firmware All All All All

Xerox Colorqube 9303 - All All All
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Hardware Xerox Colorqube 9303 - All All All

Operating System Xerox Colorqube 9303 Firmware All All All All
Operating System Xerox Colorqube 9303 Firmware All All All All
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Vendor Comments And Credit

Discovery Credit
LEGACY: RaphaA«l Rigo from the Airbus Security Lab

There are currently no legacy QID mappings associated with this CVE.
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