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A vulnerability has been identified in SIMATIC CP 1626 (All versions), SIMATIC ET 200SP Open Controller CPU 1515SP F
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Hardware Siemens  Simatic Tim 1531 Irc - All All All
Operating System  Siemens  Simatic Tim 1531 Irc Firmware All All All All
Operating System Siemens  Simatic Tim 1531 Irc Firmware All All All All
Application Siemens  Simatic Wincc All All All All
Application Siemens  Simatic Wincc All All All All
Application Siemens  Simatic Wincc Open Architecture 3.16 - All All
Application Siemens  Simatic Wincc Open Architecture 3.16 patch_12 All All
Application Siemens  Simatic Wincc Open Architecture 3.16 - All All
Application Siemens  Simatic Wincc Open Architecture 3.16 patch_12 All All
Application Siemens  Simatic Wincc Open Architecture All All All All
Application Siemens  Simatic Wincc Runtime All All All All
Application Siemens  Simatic Wincc Runtime All All All All
Application Siemens  Simatic Wincc Runtime All All All All
Application Siemens  Simatic Wincc Runtime All All All All
Reference Source Link Tags
cert-portal.siemens.com/productcert/pdf/ssa-273799.pdf CONFIRM cert-portal.siemens.com  Vendor Advisory

Siemens SIMATIC Products (Update B) | CISA MISC www.us-cert.gov Third Party Advisory, US Government Resc
N/A CONFIRM  cert-portal.siemens.com  Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591252 Siemens SIMATIC NET PC Software Message Integrity Protection Bypass Vulnerability (SSA-273799)

591413 Siemens SIMATIC S7-PLCSIM Advanced Multiple Vulnerabilities (SSA-232418)
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