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CVE CVE-2019-10947
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2019-04-17 15:29:00 UTC
Updated 2020-10-02 14:44:00 UTC
Description Delta Industrial Automation CNCSoft, CNCSoft ScreenEditor Version 1.00.88 and prior. Multiple stack-based buffer overfloy
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Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor

Application Deltaww

Product

Cncsoft Screeneditor

Version Update Edition Language

All All

All All

References

Reference

ZDI-19-402 | Zero Day Initiative
ZDI-19-403 | Zero Day Initiative
ZDI-19-410 | Zero Day Initiative
ZDI-19-417 | Zero Day Initiative
ZDI-19-404 | Zero Day Initiative
ZDI-19-399 | Zero Day Initiative
ZDI-19-400 | Zero Day Initiative

ZDI-19-401 | Zero Day Initiative
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CVE Program record

NVD vulnerability detail
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Source

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

Delta Industrial Automation CNCSoft | ICS-CERT MISC

BID

CVE.ORG

NVD

Link
www.zerodayinitiative.com
www.zerodayinitiative.com
www.zerodayinitiative.com
www.zerodayinitiative.com
www.zerodayinitiative.com
www.zerodayinitiative.com
www.zerodayinitiative.com
www.zerodayinitiative.com
ics-cert.us-cert.gov
www.securityfocus.com
WWWw.cve.org

nvd.nist.gov

Tags

Third Party Advisory, VDB Entry
Third Party Advisory, VDB Entry
Third Party Advisory, VDB Entry
Third Party Advisory, VDB Entry
Third Party Advisory, VDB Entry
Third Party Advisory, VDB Entry
Third Party Advisory, VDB Entry
Third Party Advisory, VDB Entry
Patch, Third Party Advisory, US Government R
Third Party Advisory, VDB Entry
canonical

canonical, analysis
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https://cve.report/
https://cve.report/CVE-2019-10947/mitre
https://cve.report/CVE-2019-10947/nist
https://cve.report/CVE-2019-10947/cve_org
https://cve.report/api/cve/CVE-2019-10947.json
https://cve.report/CVE-2019-10947.pdf
http://cve.report/vendor/deltaww
http://cve.report/software/deltaww/cncsoft_screeneditor
https://www.zerodayinitiative.com/advisories/ZDI-19-402/
https://www.zerodayinitiative.com/advisories/ZDI-19-403/
https://www.zerodayinitiative.com/advisories/ZDI-19-410/
https://www.zerodayinitiative.com/advisories/ZDI-19-417/
https://www.zerodayinitiative.com/advisories/ZDI-19-404/
https://www.zerodayinitiative.com/advisories/ZDI-19-399/
https://www.zerodayinitiative.com/advisories/ZDI-19-400/
https://www.zerodayinitiative.com/advisories/ZDI-19-401/
https://ics-cert.us-cert.gov/advisories/ICSA-19-106-01
http://www.securityfocus.com/bid/107989
https://www.cve.org/CVERecord?id=CVE-2019-10947
https://nvd.nist.gov/vuln/detail/CVE-2019-10947

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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