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Summary

CVE CVE-2019-10952

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-01 20:29:00 UTC

Updated 2023-06-20 17:15:00 UTC

Description An attacker could send a crafted HTTP/HTTPS request to render the web server unavailable and/or lead to remote code execution caused by a stack-based buffer overflow vulnerability. A cold restart is required for recovering 

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rockwellautomation Armor Compact Guardlogix 5370 - All All All

Hardware Rockwellautomation Armor Compact Guardlogix 5370 - All All All

Operating System Rockwellautomation Armor Compact Guardlogix 5370 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5370 L1 - All All All

Hardware Rockwellautomation Compactlogix 5370 L1 - All All All

Operating System Rockwellautomation Compactlogix 5370 L1 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5370 L2 - All All All

Hardware Rockwellautomation Compactlogix 5370 L2 - All All All

Operating System Rockwellautomation Compactlogix 5370 L2 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5370 L3 - All All All

Hardware Rockwellautomation Compactlogix 5370 L3 - All All All

Operating System Rockwellautomation Compactlogix 5370 L3 Firmware All All All All

References

Reference Source Link Tags

Sign In MISC rockwellautomation.custhelp.com

Rockwell Automation CompactLogix 5370� | CISA MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource
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Rockwell Automation ControlLogix ICSA-19-120-01 Multiple Buffer Overflow Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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