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An attacker could send crafted SMTP packets to cause a denial-of-service condition where the controller enters a major noi
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Risk And Classification

Problem Types: CWE-121

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware

Operating System

Vendor Product Version Update Edition Language
Rockwellautomation ~ Armor Compact Guardlogix 5370 - All All All
Rockwellautomation ~ Armor Compact Guardlogix 5370 - All All All
Rockwellautomation ~ Armor Compact Guardlogix 5370 Firmware All All All All
Rockwellautomation Compactlogix 5370 L1 - All All All
Rockwellautomation Compactlogix 5370 L1 - All All All
Rockwellautomation Compactlogix 5370 L1 Firmware All All All All
Rockwellautomation Compactlogix 5370 L2 - All All All
Rockwellautomation Compactlogix 5370 L2 - All All All
Rockwellautomation ~ Compactlogix 5370 L2 Firmware All All All All
Rockwellautomation Compactlogix 5370 L3 - All All All
Rockwellautomation ~ Compactlogix 5370 L3 - All All All
Rockwellautomation Compactlogix 5370 L3 Firmware All All All All
Rockwellautomation Compact Guardlogix 5370 - All All All
Rockwellautomation ~ Compact Guardlogix 5370 - All All All
Rockwellautomation Compact Guardlogix 5370 Firmware All All All All
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Sign In MISC rockwellautomation.custhelp.com
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Rockwell Automation ControlLogix ICSA-19-120-01 Multiple Buffer Overflow Vulnerabilities  BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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