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CVE CVE-2019-10999
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-06 20:29:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description The D-Link DCS series of Wi-Fi cameras contains a stack-based buffer overflow in alphapd, the camera's web server. The |
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Dlink Dcs-5009I - All All All
Hardware Dlink Dcs-5009I - All All All
Operating System Dlink Dcs-50091 Firmware All All All All
Hardware Dlink Dcs-50101 - All All All
Hardware Dlink Dcs-5010I - All All All
Operating System Dlink Dcs-50101 Firmware All All All All
Hardware Dlink Dcs-5020I - All All All
Hardware Dlink Dcs-50201 - All All All
Operating System Dlink Dcs-50201 Firmware All All All All
Hardware Dlink Dcs-50251 - All All All
Hardware Dlink Dcs-5025I - All All All
Operating System Dlink Dcs-50251 Firmware All All All All
Hardware Dlink Dcs-5030I - All All All
Hardware Dlink Dcs-50301 - All All All
Operating System Dlink Dcs-50301 Firmware All All All All
Hardware Dlink Dcs-930I - All All All
Hardware Dlink Dcs-930I - All All All


https://cve.report/
https://cve.report/CVE-2019-10999/mitre
https://cve.report/CVE-2019-10999/nist
https://cve.report/CVE-2019-10999/cve_org
https://cve.report/CVE-2019-10999.pdf
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5009l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5009l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5009l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5010l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5010l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5010l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5020l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5020l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5020l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5025l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5025l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5025l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5030l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5030l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-5030l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-930l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dcs-930l

Operating System Dlink Dcs-930I Firmware All All All All
Hardware Dlink Dcs-9311 - All All All
Hardware Dlink Dcs-9311 - All All All
Operating System Dlink Dcs-9311 Firmware All All All All
Hardware Dlink Dcs-932I - All All All
Hardware Dlink Dcs-9321 - All All All
Operating System Dlink Dcs-932I Firmware All All All All
Hardware Dlink Dcs-933I - All All All
Hardware Dlink Dcs-933lI - All All All
Operating System Dlink Dcs-933I Firmware All All All All
Hardware Dlink Dcs-9341 - All All All
Hardware Dlink Dcs-9341 - All All All
Operating System Dlink Dcs-934I Firmware All All All All
Reference Source Link
D-Link Technical Support CONFIRM  supg
GitHub - tacnetsol/CVE-2019-10999: Full exploit for D-Link DCS-5020L, POC crash for others that are vulnerable as well.  MISC githt
CVE Program record CVE.ORG www
NVD vulnerability detail NVD nvd.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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