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Summary

CVE CVE-2019-11037

State PUBLIC

Assigner security@php.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-03 20:29:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description In PHP imagick extension in versions between 3.3.0 and 3.4.4, writing to an array of values in ImagickKernel::fromMatrix() function did not check that the address will be within the allocated array. This could lead to out of bounds write to memory if the function is called with the data controlled by untrusted party.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Imagick All All All All

References

Reference Source Link

Bugtraq: [SECURITY] [DSA 4576-1] php-imagick security update BUGTRAQ seclists.org

[SECURITY] Fedora 30 Update: php-pecl-imagick-3.4.4-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: php-pecl-imagick-3.4.4-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Malformed Request BID www.securityfocus.com

PHP :: Sec Bug #77791 :: an oob write in ImagickKernel::addUnityKernel MISC bugs.php.net

[SECURITY] Fedora 29 Update: php-pecl-imagick-3.4.4-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:0014-1: moderate: Security update f SUSE lists.opensuse.org

github.com/CVEProject/cvelist/pull/1964 MISC github.com

USN-4586-1: PHP ImageMagick vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

PECL Imagick: Arbitrary code execution (GLSA 202003-38) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 30 Update: php-pecl-imagick-3.4.4-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Debian -- Security Information -- DSA-4576-1 php-imagick DEBIAN www.debian.org

[SECURITY] Fedora 28 Update: php-pecl-imagick-3.4.4-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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[SECURITY] Fedora 28 Update: php-pecl-imagick-3.4.4-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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