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State PUBLIC
Assigner security@php.net

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2019-05-03 20:29:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description In PHP imagick extension in versions between 3.3.0 and 3.4.4, writing to an array of values in ImagickKernel::fromMatrix() 1

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Php Imagick All All All

Edition

Language

All

References

Reference

Bugtraqg: [SECURITY] [DSA 4576-1] php-imagick security update

[SECURITY] Fedora 30 Update: php-pecl-imagick-3.4.4-1.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 29 Update: php-pecl-imagick-3.4.4-1.fc29 - package-announce - Fedora Mailing-Lists
Malformed Request

PHP :: Sec Bug #77791 :: an oob write in ImagickKernel::addUnityKernel

[SECURITY] Fedora 29 Update: php-pecl-imagick-3.4.4-1.fc29 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:0014-1: moderate: Security update f
github.com/CVEProject/cvelist/pull/1964

USN-4586-1: PHP ImageMagick vulnerability | Ubuntu security notices | Ubuntu

PECL Imagick: Arbitrary code execution (GLSA 202003-38) — Gentoo security

[SECURITY] Fedora 30 Update: php-pecl-imagick-3.4.4-1.fc30 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4576-1 php-imagick

[SECURITY] Fedora 28 Update: php-pecl-imagick-3.4.4-1.fc28 - package-announce - Fedora Mailing-Lists

Source

BUGTRAQ

BID

MISC

FEDORA

SUSE

MISC

UBUNTU

GENTOO

FEDORA

DEBIAN

Link

seclists.org
lists.fedoraproject.c
lists.fedoraproject.c
www.securityfocus
bugs.php.net
lists.fedoraproject.c
lists.opensuse.org
github.com
usn.ubuntu.com
security.gentoo.org
lists.fedoraproject.c
www.debian.org

lists.fedoraproject.c


https://cve.report/
https://cve.report/CVE-2019-11037/mitre
https://cve.report/CVE-2019-11037/nist
https://cve.report/CVE-2019-11037/cve_org
https://cve.report/CVE-2019-11037.pdf
http://cve.report/vendor/php
http://cve.report/software/php/imagick
https://seclists.org/bugtraq/2019/Nov/39
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7MQ7WJA25YF2R2LRALK4QEYWUHHJPSUD/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/FME5ZG7DDYWUPPHTTAFJB5OFFCPXYHPS/
http://www.securityfocus.com/bid/108292
https://bugs.php.net/bug.php?id=77791
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/FME5ZG7DDYWUPPHTTAFJB5OFFCPXYHPS/
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00016.html
https://github.com/CVEProject/cvelist/pull/1964
https://usn.ubuntu.com/4586-1/
https://security.gentoo.org/glsa/202003-38
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/7MQ7WJA25YF2R2LRALK4QEYWUHHJPSUD/
https://www.debian.org/security/2019/dsa-4576
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BU66V7QJKD32RXLY5J7Z5NZH4V3VV524/

[SECURITY] Fedora 28 Update: php-pecl-imagick-3.4.4-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.c

CVE Program record CVE.ORG  www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501359 Alpine Linux Security Update for php7-pecl-imagick
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