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State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-23 03:15:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description In PHP versions 7.2.x below 7.2.26, 7.3.x below 7.3.13 and 7.4.0 on Windows, PHP link() function accepts filenames with e

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Php Php 7.4.0 All All All

Application Php Php 7.4.0 All All All

Application Php Php All All All All

Application Php Php All All All All

Application Tenable Securitycenter All All All All

Reference Source Link Tags

[SECURITY] Fedora 31 Update: php-7.3.13-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 30 Update: php-7.3.13-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

PHP :: Sec Bug #78862 :: link() silently truncates after a null byte on Windows MISC bugs.php.net Exploit
[R1] Tenable.sc 5.19.0 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable® CONFIRM  www.tenable.com
[SECURITY] Fedora 30 Update: php-7.3.13-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 31 Update: php-7.3.13-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

December 2019 PHP Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
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Vendor Comments And Credit

Discovery Credit

LEGACY: Submitted by ryat at php.net

Legacy QID Mappings

296076 Oracle Solaris 11.4 Support Repository Update (SRU) 19.3.0 Missing (CPUJAN2020)
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