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Summary

CVE CVE-2019-11049

State PUBLIC

Assigner security@php.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-23 03:15:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description In PHP versions 7.3.x below 7.3.13 and 7.4.0 on Windows, when supplying custom headers to mail() function, due to mistake introduced in commit 78f4b4a2dcf92ddbccea1bb95f8390a18ac3342e, if the header is supplied in lowercase, this can result in double-freeing certain memory locations.

Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Php Php 7.4.0 All All All

Application Php Php 7.4.0 All All All

Application Php Php All All All All

Application Tenable Securitycenter All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 31 Update: php-7.3.13-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Bugtraq: [SECURITY] [DSA 4626-1] php7.3 security update BUGTRAQ seclists.org

[SECURITY] Fedora 30 Update: php-7.3.13-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[R1] Tenable.sc 5.19.0 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable® CONFIRM www.tenable.com

Debian -- Security Information -- DSA-4626-1 php7.3 DEBIAN www.debian.org
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[SECURITY] Fedora 30 Update: php-7.3.13-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

PHP :: Sec Bug #78943 :: mail() may release string with refcount==1 twice MISC bugs.php.net Mailing List, Patch, Vendor Advisory

[SECURITY] Fedora 31 Update: php-7.3.13-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

December 2019 PHP Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Submitted by Christoph M. Becker

Legacy QID Mappings
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