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Summary

CVE CVE-2019-11060

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-29 01:15:00 UTC

Updated 2020-10-02 15:26:00 UTC

Description The web api server on Port 8080 of ASUS HG100 firmware up to 1.05.12, which is vulnerable to Slowloris HTTP Denial of Service: an attacker can cause a Denial of Service (DoS) by sending headers very slowly to keep HTTP or HTTPS connections and associated resources alive for a long period of time. CVSS 3.0 Base score 7.4 (Availability impacts). CVSS vector: (CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H).

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asus Hg100 - All All All

Hardware Asus Hg100 - All All All

Operating System Asus Hg100 Firmware All All All All

References

Reference Source Link Tags

TWCERT/CC 台灣電腦網路危機處理暨協調中心 CONFIRM surl.twcert.org.tw Third Party Advisory

ASUS HG100 - Denial of Service - Hardware dos Exploit CONFIRM www.exploit-db.com Not Applicable, Third Party Advisory, VDB Entry

台灣漏洞紀錄平台 Taiwan Vulnerability Note CONFIRM tvn.twcert.org.tw Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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