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CVE CVE-2019-11061
State PUBLIC
Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-29 01:15:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description A broken access control vulnerability in HG100 firmware versions up to 4.00.06 allows an attacker in the same local area n¢
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Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Asus Hg100 - All All All
Hardware Asus Hg100 - All All All
Operating System Asus Hg100 Firmware All All All All
Operating System Asus Hg100 Firmware All All All All
References
Reference Source Link
TWCERT/CC & & ES4HR EHEIRE RO CONFIRM  surl.twc

GitHub - tim124058/ASUS-SmartHome-Exploit: ASUS SmartHome Exploit for CVE-2019-11061 and CVE-2019-11063 CONFIRM  github.c

B RR4LFFE Taiwan Vulnerability Note CONFIRM  tvn.twee
CVE Program record CVE.ORG www.cv
NVD vulnerability detail NVD nvd.nist
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Vendor Comments And Credit

Discovery Credit
LEGACY: timhuang



https://cve.report/
https://cve.report/CVE-2019-11061/mitre
https://cve.report/CVE-2019-11061/nist
https://cve.report/CVE-2019-11061/cve_org
https://cve.report/CVE-2019-11061.pdf
http://cve.report/vendor/asus
http://cve.report/software/asus/hg100
http://cve.report/vendor/asus
http://cve.report/software/asus/hg100
http://cve.report/vendor/asus
http://cve.report/software/asus/hg100_firmware
http://cve.report/vendor/asus
http://cve.report/software/asus/hg100_firmware
http://surl.twcert.org.tw/5df6x
https://github.com/tim124058/ASUS-SmartHome-Exploit/
https://tvn.twcert.org.tw/taiwanvn/TVN-201906003
https://www.cve.org/CVERecord?id=CVE-2019-11061
https://nvd.nist.gov/vuln/detail/CVE-2019-11061

There are currently no legacy QID mappings associated with this CVE.
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