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Summary

CVE CVE-2019-11064

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-29 01:15:00 UTC

Updated 2020-10-02 15:27:00 UTC

Description A vulnerability of remote credential disclosure was discovered in Advan VD-1 firmware versions up to 230. An attacker can export system configuration which is not encrypted to get the administrator’s account and password in plain text via cgibin/ExportSettings.cgi?Export=1 without any authentication.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Androvideo Vd 1 - All All All

Hardware Androvideo Vd 1 - All All All

Operating System Androvideo Vd 1 Firmware All All All All

Hardware Geovision Gv-vd8700 - All All All

Hardware Geovision Gv-vd8700 - All All All

Operating System Geovision Gv-vd8700 Firmware All All All All

Hardware Geovision Gv-vr360 - All All All

Hardware Geovision Gv-vr360 - All All All

Operating System Geovision Gv-vr360 Firmware All All All All

References

Reference Source Link Tags

AndroVideo Advan VD-1 Multiple Vulnerabilities.md · GitHub CONFIRM gist.github.com Exploit, Third Party Advisory

台灣漏洞紀錄平台 Taiwan Vulnerability Note CONFIRM tvn.twcert.org.tw Third Party Advisory

TWCERT/CC 台灣電腦網路危機處理暨協調中心 CONFIRM surl.twcert.org.tw Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2019-11064/mitre
https://cve.report/CVE-2019-11064/nist
https://cve.report/CVE-2019-11064/cve_org
https://cve.report/CVE-2019-11064.pdf
http://cve.report/vendor/androvideo
http://cve.report/software/androvideo/vd_1
http://cve.report/vendor/androvideo
http://cve.report/software/androvideo/vd_1
http://cve.report/vendor/androvideo
http://cve.report/software/androvideo/vd_1_firmware
http://cve.report/vendor/geovision
http://cve.report/software/geovision/gv-vd8700
http://cve.report/vendor/geovision
http://cve.report/software/geovision/gv-vd8700
http://cve.report/vendor/geovision
http://cve.report/software/geovision/gv-vd8700_firmware
http://cve.report/vendor/geovision
http://cve.report/software/geovision/gv-vr360
http://cve.report/vendor/geovision
http://cve.report/software/geovision/gv-vr360
http://cve.report/vendor/geovision
http://cve.report/software/geovision/gv-vr360_firmware
https://gist.github.com/keniver/f5155b42eb278ec0273b83565b64235b#file-androvideo-advan-vd-1-multiple-vulnerabilities-md
https://tvn.twcert.org.tw/taiwanvn/TVN-201906005
http://surl.twcert.org.tw/gCDQN
https://www.cve.org/CVERecord?id=CVE-2019-11064
https://nvd.nist.gov/vuln/detail/CVE-2019-11064


Vendor Comments And Credit

Discovery Credit

LEGACY: Keniver Wang (CHT Security)

There are currently no legacy QID mappings associated with this CVE.
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