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CVE CVE-2019-11068
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-10 20:29:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description libxslt through 1.1.33 allows bypass of a protection mechanism because callers of xsltCheckRead and xsltCheckWrite perm

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Fedoraproject Fedora 29 All All All
Operating System Fedoraproject Fedora 30 All All All
Application Netapp Active Iq Unified Manager - All All All
Application Netapp Active |g Unified Manager - All All All
Application Netapp Cloud Backup - All All All
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References

Reference

oss-security - Nokogiri security update v1.10.3

oss-security - Re: Nokogiri security update v1.10.3

[security-announce] openSUSE-SU-2019:1433-1: moderate: Security update f

Fix security framework bypass (€0355360) - Commits - GNOME / libxslt - GitLab

USN-3947-1: Libxslt vulnerability | Ubuntu security notices
[SECURITY] [DLA 1756-1] libxslt security update

USN-3947-2: Libxslt vulnerability | Ubuntu security notices

[SECURITY] Fedora 29 Update: libxslt-1.1.33-1.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 29 Update: libxslt-1.1.33-1.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: mingw-libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists

October 2019 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security

Source

MLIST

FEDORA

MLIST

SUSE

FEDORA

CONFIRM

FEDORA

MISC

UBUNTU

MLIST

UBUNTU

Link
www.openwall.con
lists.fedoraproject.
www.openwall.con
lists.opensuse.org
lists.fedoraproject.
security.netapp.co
lists.fedoraproject.
gitlab.gnome.org
lists.fedoraproject.
usn.ubuntu.com
lists.debian.org

usn.ubuntu.com
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[security-announce| opensSuUSE-SU-2019:152/-1: Important: Security update SUSE lists.opensuse.org
[SECURITY] Fedora 30 Update: mingw-libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.
[security-announce] openSUSE-SU-2019:1430-1: moderate: Security update f SUSE lists.opensuse.org
Oracle Critical Patch Update - October 2019 MISC www.oracle.com
[security-announce] openSUSE-SU-2019:1824-1: important: Security update SUSE lists.opensuse.org
[SECURITY] Fedora 30 Update: libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.
[security-announce] openSUSE-SU-2019:1428-1: moderate: Security update f SUSE lists.opensuse.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

A

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377495 Alibaba Cloud Linux Security Update for libxslt (ALINUX2-SA-2020:0160)

377554 Alibaba Cloud Linux Security Update for libxslt (ALINUX3-SA-2022:0062)

377615 F5 BIG-IP Open Java Development Toolkit (OpenJDK) Vulnerability cve-2019-11068 (K30444545)
500352 Alpine Linux Security Update for libxslt

504116 Alpine Linux Security Update for libxslt

770068 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0436)

940030 AlmaLinux Security Update for libxslt (ALSA-2020:4464)
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