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Summary

CVE CVE-2019-11068

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-10 20:29:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description libxslt through 1.1.33 allows bypass of a protection mechanism because callers of xsltCheckRead and xsltCheckWrite permit access even upon receiving a -1 error code. xsltCheckRead can return -1 for a crafted URL that is not actually invalid and is subsequently loaded.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Cloud Backup - All All All
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Application Netapp Cloud Backup - All All All

Application Netapp E-series Santricity Management Plug-ins - All All All

Application Netapp E-series Santricity Os Controller All All All All

Application Netapp E-series Santricity Storage Manager - All All All

Application Netapp E-series Santricity Unified Manager - All All All

Application Netapp E-series Santricity Web Services Proxy - All All All

Application Netapp Element Software - All All All

Application Netapp Hci Management Node - All All All

Application Netapp Oncommand Insight - All All All

Application Netapp Oncommand Workflow Automation - All All All

Application Netapp Plug-in For Symantec Netbackup - All All All

Application Netapp Santricity Unified Manager - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snapmanager - - All All

Application Netapp Solidfire - All All All

Application Netapp Steelstore Cloud Integrated Storage - All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 42.3 All All All

Application Oracle Jdk 8.0 update_221 All All

Application Xmlsoft Libxslt All All All All

References

Reference Source Link

oss-security - Nokogiri security update v1.10.3 MLIST www.openwall.com

[SECURITY] Fedora 30 Update: mingw-libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

oss-security - Re: Nokogiri security update v1.10.3 MLIST www.openwall.com

[security-announce] openSUSE-SU-2019:1433-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 29 Update: libxslt-1.1.33-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

October 2019 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

[SECURITY] Fedora 30 Update: libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Fix security framework bypass (e0355360) · Commits · GNOME / libxslt · GitLab MISC gitlab.gnome.org

[SECURITY] Fedora 29 Update: libxslt-1.1.33-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

USN-3947-1: Libxslt vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

[SECURITY] [DLA 1756-1] libxslt security update MLIST lists.debian.org

USN-3947-2: Libxslt vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

[security-announce] openSUSE-SU-2019:1527-1: important: Security update SUSE lists.opensuse.org
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[security-announce] openSUSE-SU-2019:1527-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: mingw-libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:1430-1: moderate: Security update f SUSE lists.opensuse.org

Oracle Critical Patch Update - October 2019 MISC www.oracle.com

[security-announce] openSUSE-SU-2019:1824-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: libxslt-1.1.33-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:1428-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

377495 Alibaba Cloud Linux Security Update for libxslt (ALINUX2-SA-2020:0160)

377554 Alibaba Cloud Linux Security Update for libxslt (ALINUX3-SA-2022:0062)

377615 F5 BIG-IP Open Java Development Toolkit (OpenJDK) Vulnerability cve-2019-11068 (K30444545)

500352 Alpine Linux Security Update for libxslt

504116 Alpine Linux Security Update for libxslt

770068 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0436)

940030 AlmaLinux Security Update for libxslt (ALSA-2020:4464)
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