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Source Priority
Published
Updated

Description

/

CVE-2019-11113
PUBLIC
secure@intel.com

CVE Program / NVD first with legacy fallback

2019-11-14 20:15:00 UTC

2022-11-10 03:39:00 UTC

Buffer overflow in Kernel Mode module for Intel(R) Graphics Driver before version 25.20.100.6618 (DCH) or 21.20.x.5077 (.

Risk And Classification

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Application Intel Graphics Driver 15.45.29.5077 All All All
Application Intel Graphics Driver All All All All
Application Intel Graphics Driver 15.22.54.2622 All All All
Application Intel Graphics Driver 15.22.54.64.2622 All All All
Application Intel Graphics Driver 15.22.58.2993 All All All
Application Intel Graphics Driver 15.22.58.64.2993 All All All
Application Intel Graphics Driver 15.28.24.4229 All All All
Application Intel Graphics Driver 15.28.24.64.4229 All All All
Application Intel Graphics Driver 15.33.48.5069 All All All
Application Intel Graphics Driver 15.36.36.5067 All All All
Application Intel Graphics Driver 15.36.37.5074 All All All
Application Intel Graphics Driver 15.40.1.64.4256  All All All
Application Intel Graphics Driver 15.40.14.4352 All All All
Application Intel Graphics Driver 15.40.26.4474 All All All
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Application Intel Graphics Driver 15.45.26.5065 All All All
Application Intel Graphics Driver 15.45.27.5068 All All All
Application Intel Graphics Driver 15.45.29.5077 All All All
Application Netapp  Cloud Backup - All All All
Application Netapp Data Availability Services - All All All
Hardware Netapp  Solidfire Baseboard Management Controller - All All All
Operating System Netapp Solidfire Baseboard Management Controller Firmware - All All All
Application Netapp  Steelstore Cloud Integrated Storage - All All All
Reference Source Link Tags
INTEL-SA-00242 MISC www.intel.com Vendor A

Intel SA-00242 Graphics Drivers Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
CVE Program record CVE.ORG www.cve.org canonica

NVD vulnerability detail NVD nvd.nist.gov canonica
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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