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CVE CVE-2019-11135
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-14 19:15:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description TSX Asynchronous Abort condition on some CPUs utilizing speculative execution may allow an authenticated user to poten

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Hardware Hp Apollo 2000 - All All All
Hardware Hp Apollo 2000 - All All All
Operating System Hp Apollo 2000 Firmware All All All All
Operating System Hp Apollo 2000 Firmware All All All All
Hardware Hp Apollo 4200 gen10 All All All
Hardware Hp Apollo 4200 gen10 All All All
Operating System Hp Apollo 4200 Firmware All All All All
Operating System Hp Apollo 4200 Firmware All All All All
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Slackware Security Advisory - Slackware 14.2 kernel Updates ~ Packet Storm MISC
CVE Program record CVE.

NVD vulnerability detail NVD

4] H

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

296072 Oracle Solaris 11.4 Support Repository Update (SRU) 25.75.3 Missing (CPUJUL2020)
377172 Alibaba Cloud Linux Security Update for gemu-kvm (ALINUX2-SA-2020:0018)

377413 Alibaba Cloud Linux Security Update for virt:rhel and virt-devel:rhel (ALINUX3-SA-2022:0119)
378870 Citrix XenServer Security Updates (CTX263684)

390265 Oracle Managed Virtualization (VM) Server for x86 Security Update for microcode_ctl (OVMSA-2022-0020)
500754 Alpine Linux Security Update for xen

501188 Alpine Linux Security Update for intel-ucode

501189 Alpine Linux Security Update for intel-ucode

501190 Alpine Linux Security Update for intel-ucode

504012 Alpine Linux Security Update for intel-ucode

504013 Alpine Linux Security Update for intel-ucode

504014 Alpine Linux Security Update for intel-ucode

504531 Alpine Linux Security Update for xen

670185 EulerOS Security Update for kernel (EulerOS-SA-2021-1684)

940206 AlmaLinux Security Update for virt:rhel (ALSA-2020:0279)

960693 Rocky Linux Security Update for virt:rhel (RLSA-2020:0279)
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