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Summary

CVE CVE-2019-11135

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-14 19:15:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description TSX Asynchronous Abort condition on some CPUs utilizing speculative execution may allow an authenticated user to potentially enable information disclosure via a side channel with local access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Hardware Hp Apollo 2000 - All All All

Hardware Hp Apollo 2000 - All All All

Operating System Hp Apollo 2000 Firmware All All All All

Operating System Hp Apollo 2000 Firmware All All All All

Hardware Hp Apollo 4200 gen10 All All All

Hardware Hp Apollo 4200 gen10 All All All

Operating System Hp Apollo 4200 Firmware All All All All

Operating System Hp Apollo 4200 Firmware All All All All
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Operating System Hp Apollo 4200 Firmware All All All All

Hardware Hp Proliant Bl460c gen10 All All All

Hardware Hp Proliant Bl460c gen10 All All All

Operating System Hp Proliant Bl460c Firmware All All All All

Operating System Hp Proliant Bl460c Firmware All All All All

Hardware Hp Proliant Dl120 gen10 All All All

Hardware Hp Proliant Dl120 gen10 All All All

Operating System Hp Proliant Dl120 Firmware All All All All

Operating System Hp Proliant Dl120 Firmware All All All All

Hardware Hp Proliant Dl160 gen10 All All All

Hardware Hp Proliant Dl160 gen10 All All All

Operating System Hp Proliant Dl160 Firmware All All All All

Operating System Hp Proliant Dl160 Firmware All All All All

Hardware Hp Proliant Dl180 gen10 All All All

Hardware Hp Proliant Dl180 gen10 All All All

Operating System Hp Proliant Dl180 Firmware All All All All

Operating System Hp Proliant Dl180 Firmware All All All All

Hardware Hp Proliant Dl20 gen10 All All All

Hardware Hp Proliant Dl20 gen10 All All All

Operating System Hp Proliant Dl20 Firmware All All All All

Operating System Hp Proliant Dl20 Firmware All All All All

Hardware Hp Proliant Dl360 gen10 All All All

Hardware Hp Proliant Dl360 gen10 All All All

Operating System Hp Proliant Dl360 Firmware All All All All

Operating System Hp Proliant Dl360 Firmware All All All All

Hardware Hp Proliant Dl380 gen10 All All All

Hardware Hp Proliant Dl380 gen10 All All All

Operating System Hp Proliant Dl380 Firmware All All All All

Operating System Hp Proliant Dl380 Firmware All All All All

Hardware Hp Proliant Dl560 gen10 All All All

Hardware Hp Proliant Dl560 gen10 All All All

Operating System Hp Proliant Dl560 Firmware All All All All

Operating System Hp Proliant Dl560 Firmware All All All All

Hardware Hp Proliant Dl580 gen10 All All All

Hardware Hp Proliant Dl580 gen10 All All All

Operating System Hp Proliant Dl580 Firmware All All All All
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Operating System Hp Proliant Dl580 Firmware All All All All

Hardware Hp Proliant E910 - All All All

Hardware Hp Proliant E910 - All All All

Operating System Hp Proliant E910 Firmware All All All All

Operating System Hp Proliant E910 Firmware All All All All

Hardware Hp Proliant Ml110 gen10 All All All

Hardware Hp Proliant Ml110 gen10 All All All

Operating System Hp Proliant Ml110 Firmware All All All All

Operating System Hp Proliant Ml110 Firmware All All All All

Hardware Hp Proliant Ml30 gen10 All All All

Hardware Hp Proliant Ml30 gen10 All All All

Operating System Hp Proliant Ml30 Firmware All All All All

Operating System Hp Proliant Ml30 Firmware All All All All

Hardware Hp Proliant Ml350 gen10 All All All

Hardware Hp Proliant Ml350 gen10 All All All

Operating System Hp Proliant Ml350 Firmware All All All All

Operating System Hp Proliant Ml350 Firmware All All All All

Hardware Hp Proliant Xl170r gen10 All All All

Hardware Hp Proliant Xl170r gen10 All All All

Operating System Hp Proliant Xl170r Firmware All All All All

Operating System Hp Proliant Xl170r Firmware All All All All

Hardware Hp Proliant Xl190r gen10 All All All

Hardware Hp Proliant Xl190r gen10 All All All

Operating System Hp Proliant Xl190r Firmware All All All All

Operating System Hp Proliant Xl190r Firmware All All All All

Hardware Hp Proliant Xl230k gen10 All All All

Hardware Hp Proliant Xl230k gen10 All All All

Operating System Hp Proliant Xl230k Firmware All All All All

Operating System Hp Proliant Xl230k Firmware All All All All

Hardware Hp Proliant Xl270d gen10 All All All

Hardware Hp Proliant Xl270d gen10 All All All

Operating System Hp Proliant Xl270d Firmware All All All All

Operating System Hp Proliant Xl270d Firmware All All All All

Hardware Hp Proliant Xl450 gen10 All All All

Hardware Hp Proliant Xl450 gen10 All All All

Operating System Hp Proliant Xl450 Firmware All All All All
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Operating System Hp Proliant Xl450 Firmware All All All All

Operating System Hp Proliant Xl450 Firmware All All All All

Hardware Hp Synergy 480 gen10 All All All

Hardware Hp Synergy 480 gen10 All All All

Operating System Hp Synergy 480 Firmware All All All All

Operating System Hp Synergy 480 Firmware All All All All

Hardware Hp Synergy 660 gen10 All All All

Hardware Hp Synergy 660 gen10 All All All

Operating System Hp Synergy 660 Firmware All All All All

Operating System Hp Synergy 660 Firmware All All All All

Hardware Intel Celeron 5305u - All All All

Hardware Intel Celeron 5305u - All All All

Operating System Intel Celeron 5305u Firmware - All All All

Operating System Intel Celeron 5305u Firmware - All All All

Hardware Intel Core I5-10110y - All All All

Hardware Intel Core I5-10110y - All All All

Operating System Intel Core I5-10110y Firmware - All All All
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Operating System Intel Core I5-8210y Firmware - All All All

Operating System Intel Core I5-8210y Firmware - All All All

Hardware Intel Core I5-8265u - All All All

Hardware Intel Core I5-8265u - All All All

Operating System Intel Core I5-8265u Firmware - All All All

Operating System Intel Core I5-8265u Firmware - All All All

Hardware Intel Core I5-8310y - All All All

Hardware Intel Core I5-8310y - All All All

Operating System Intel Core I5-8310y Firmware - All All All

Operating System Intel Core I5-8310y Firmware - All All All

Hardware Intel Core I5-8365u - All All All

Hardware Intel Core I5-8365u - All All All

Operating System Intel Core I5-8365u Firmware - All All All

Operating System Intel Core I5-8365u Firmware - All All All

Hardware Intel Core I5-9300h - All All All

Hardware Intel Core I5-9300h - All All All

Operating System Intel Core I5-9300h Firmware - All All All

Operating System Intel Core I5-9300h Firmware - All All All

Hardware Intel Core I5-9400 - All All All

Hardware Intel Core I5-9400 - All All All

Hardware Intel Core I5-9400f - All All All

Hardware Intel Core I5-9400f - All All All

Operating System Intel Core I5-9400f Firmware - All All All

Operating System Intel Core I5-9400f Firmware - All All All

Hardware Intel Core I5-9400h - All All All

Hardware Intel Core I5-9400h - All All All

Operating System Intel Core I5-9400h Firmware - All All All

Operating System Intel Core I5-9400h Firmware - All All All

Operating System Intel Core I5-9400 Firmware - All All All

Operating System Intel Core I5-9400 Firmware - All All All

Hardware Intel Core I5-9600k - All All All

Hardware Intel Core I5-9600k - All All All

Hardware Intel Core I5-9600kf - All All All

Hardware Intel Core I5-9600kf - All All All

Operating System Intel Core I5-9600kf Firmware - All All All
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Operating System Intel Core I5-9600kf Firmware - All All All

Operating System Intel Core I5-9600k Firmware - All All All

Operating System Intel Core I5-9600k Firmware - All All All

Hardware Intel Core I7-10510u - All All All

Hardware Intel Core I7-10510u - All All All

Operating System Intel Core I7-10510u Firmware - All All All
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http://cve.report/qid/377172
http://cve.report/qid/377413
http://cve.report/qid/378870
http://cve.report/qid/390265
http://cve.report/qid/500754
http://cve.report/qid/501188
http://cve.report/qid/501189
http://cve.report/qid/501190
http://cve.report/qid/504012
http://cve.report/qid/504013
http://cve.report/qid/504014
http://cve.report/qid/504531
http://cve.report/qid/670185
http://cve.report/qid/940206
http://cve.report/qid/960693
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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