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assauvincirrLunsucisad  Gertain versions of Dual Band Wireless-ac 3165 from Intel contain the
following vulnerability:

Logic errors in Intel(R) PROSet/Wireless WiFi Software before version
21.40 may allow an authenticated user to potentially enable escalation
of privilege, denial of service, and information disclosure via local
access.

AV

CVE-2019-11156 has been assigned by el sSecure@intel.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

INTEL-SA-00288 inet MISC www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00288.html

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = 4 Intel Dual Band Wireless-ac 3165 - All All All
Hardware = 4 Intel Dual Band Wireless-ac 3165 - All All All
Hardware = 4 Intel Dual Band Wireless-ac 3168 - All All All
Hardware &= 4 Intel Dual Band Wireless-ac 3168 - All All All
Hardware o 4 Intel Dual Band Wireless-ac 7265 Rev D - All All All
Hardware &= = Intel Dual Band Wireless-ac 7265 Rev D - All All All
Hardware & = Intel Dual Band Wireless-ac 7265 Rev D - All All All
Hardware &= = Intel Dual Band Wireless-ac 8260 - All All All
Hardware G = Intel Dual Band Wireless-ac 8260 - All All All
Hardware &= 4 Intel Dual Band Wireless-ac 8265 - All All All
Hardware &= 4 Intel Dual Band Wireless-ac 8265 - All All All
Hardware &= 4 Intel Dual Band Wireless-n 7265 Rev D - All All All
Hardware &= 4 Intel Dual Band Wireless-n 7265 Rev D - All All All
Hardware &= 4 Intel Dual Band Wireless-n 7265 Rev D - All All All
Application Intel Proset/wireless Wifi All All All All
Application Intel Proset/wireless Wifi All All All All
Application Intel Proset/wireless Wifi All All All All
Hardware o 7 Intel Wi-fi 6 Ax200 - All All All
Hardware &= 4 Intel Wi-fi 6 Ax200 - All All All
Hardware &= 4 Intel Wi-fi 6 Ax201 - All All All
Hardware &= 4 Intel Wi-fi 6 Ax201 - All All All
Hardware &= 4 Intel Wireless-ac 9260 - All All All
Hardware &= = Intel Wireless-ac 9260 - All All All
Hardware &= = Intel Wireless-ac 9461 - All All All

Hardware &= = Intel Wireless-ac 9461 - All All All


mailto:%20comment@cve.report
https://device.report/intel/dual-band-wireless-ac-3165
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_3165
https://device.report/intel/dual-band-wireless-ac-3165
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_3165
https://device.report/intel/dual-band-wireless-ac-3168
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_3168
https://device.report/intel/dual-band-wireless-ac-3168
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_3168
https://device.report/intel/dual-band-wireless-ac-7265-rev-d
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_7265_rev_d
https://device.report/intel/dual-band-wireless-ac-7265-rev-d
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_7265_rev_d
https://device.report/intel/dual-band-wireless-ac-7265-rev-d
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_7265_rev_d
https://device.report/intel/dual-band-wireless-ac-8260
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_8260
https://device.report/intel/dual-band-wireless-ac-8260
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_8260
https://device.report/intel/dual-band-wireless-ac-8265
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_8265
https://device.report/intel/dual-band-wireless-ac-8265
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-ac_8265
https://device.report/intel/dual-band-wireless-n-7265-rev-d
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-n_7265_rev_d
https://device.report/intel/dual-band-wireless-n-7265-rev-d
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-n_7265_rev_d
https://device.report/intel/dual-band-wireless-n-7265-rev-d
http://cve.report/vendor/intel
http://cve.report/software/intel/dual_band_wireless-n_7265_rev_d
http://cve.report/vendor/intel
http://cve.report/software/intel/proset/wireless_wifi
http://cve.report/vendor/intel
http://cve.report/software/intel/proset/wireless_wifi
http://cve.report/vendor/intel
http://cve.report/software/intel/proset/wireless_wifi
https://device.report/intel/wi-fi-6-ax200
http://cve.report/vendor/intel
http://cve.report/software/intel/wi-fi_6_ax200
https://device.report/intel/wi-fi-6-ax200
http://cve.report/vendor/intel
http://cve.report/software/intel/wi-fi_6_ax200
https://device.report/intel/wi-fi-6-ax201
http://cve.report/vendor/intel
http://cve.report/software/intel/wi-fi_6_ax201
https://device.report/intel/wi-fi-6-ax201
http://cve.report/vendor/intel
http://cve.report/software/intel/wi-fi_6_ax201
https://device.report/intel/wireless-ac-9260
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless-ac_9260
https://device.report/intel/wireless-ac-9260
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless-ac_9260
https://device.report/intel/wireless-ac-9461
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless-ac_9461
https://device.report/intel/wireless-ac-9461
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless-ac_9461

Hardware = 4
Hardware &= 4
Hardware &= 4
Hardware &= 4
Hardware &= 4
Hardware &= 4

2
Hardware &= K4

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Wireless-ac 9462

Wireless-ac 9462

Wireless-ac 9560

Wireless-ac 9560

Wireless 7265 Rev D

Wireless 7265 Rev D

Wireless 7265 Rev D

e_akuk kKoK oKk,

cpe:2.3:h:intel:dual_band_wireless-ac_3165:-*: " *:*:*:

e_akuk kKoK oKk,

cpe:2.3:h:intel:dual_band_wireless-ac_3165:-*:*:***:*:*:

e_akak kKK kK,

cpe:2.3:h:intel:dual_band_wireless-ac_3168:-*:*:***:*:*:

e_akuk koK kKK,

cpe:2.3:h:intel:dual_band_wireless-ac_3168:-*:*:***:*:*:

cpe:2.3:a:intel:prosetVwireless_wifi

cpe:2.3:a:intel:prosetVwireless_wifi

cpe:2.3:h:intel:wireless-ac_9260

dkakuk ok ak kK k,

dkakLk ok ak kK k,

a_ekak ok kKKK,

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


https://device.report/intel/wireless-ac-9462
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless-ac_9462
https://device.report/intel/wireless-ac-9462
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless-ac_9462
https://device.report/intel/wireless-ac-9560
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless-ac_9560
https://device.report/intel/wireless-ac-9560
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless-ac_9560
https://device.report/intel/wireless-7265-rev-d
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless_7265_rev_d
https://device.report/intel/wireless-7265-rev-d
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless_7265_rev_d
https://device.report/intel/wireless-7265-rev-d
http://cve.report/vendor/intel
http://cve.report/software/intel/wireless_7265_rev_d

cpe:2.3:h:intel:wireless-ac_9260:-:*:*:*:*:*:*:*:

a_ekuk kKoK kLK,

cpe:2.3:h:intel:wireless-ac_9461 -

cpe:2.3:h:intel:wireless-ac_9462:-:*:*:**:**:*:

No vendor comments have been submitted for this CVE
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