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Summary

CVE CVE-2019-11184

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-16 16:15:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description A race condition in specific microprocessors using Intel (R) DDIO cache allocation and RDMA may allow an authenticated user to potentially enable partial information disclosure via adjacent access.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel 3106 - All All All

Hardware Intel 3106 - All All All

Operating System Intel 3106 Firmware - All All All

Operating System Intel 3106 Firmware - All All All

Hardware Intel 4109t - All All All

Hardware Intel 4109t - All All All

Operating System Intel 4109t Firmware - All All All

Operating System Intel 4109t Firmware - All All All

Hardware Intel 4110 - All All All

Hardware Intel 4110 - All All All

Operating System Intel 4110 Firmware - All All All

Operating System Intel 4110 Firmware - All All All

Hardware Intel 4114t - All All All

Hardware Intel 4114t - All All All

Operating System Intel 4114t Firmware - All All All

Operating System Intel 4114t Firmware - All All All

Hardware Intel 4116 - All All All

https://cve.report/
https://cve.report/CVE-2019-11184/mitre
https://cve.report/CVE-2019-11184/nist
https://cve.report/CVE-2019-11184/cve_org
https://cve.report/CVE-2019-11184.pdf
http://cve.report/vendor/intel
http://cve.report/software/intel/3106
http://cve.report/vendor/intel
http://cve.report/software/intel/3106
http://cve.report/vendor/intel
http://cve.report/software/intel/3106_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/3106_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/4109t
http://cve.report/vendor/intel
http://cve.report/software/intel/4109t
http://cve.report/vendor/intel
http://cve.report/software/intel/4109t_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/4109t_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/4110
http://cve.report/vendor/intel
http://cve.report/software/intel/4110
http://cve.report/vendor/intel
http://cve.report/software/intel/4110_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/4110_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/4114t
http://cve.report/vendor/intel
http://cve.report/software/intel/4114t
http://cve.report/vendor/intel
http://cve.report/software/intel/4114t_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/4114t_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/4116


Hardware Intel 4116 - All All All

Hardware Intel 4116 - All All All

Hardware Intel 4116t - All All All

Hardware Intel 4116t - All All All

Operating System Intel 4116t Firmware - All All All

Operating System Intel 4116t Firmware - All All All

Operating System Intel 4116 Firmware - All All All

Operating System Intel 4116 Firmware - All All All

Hardware Intel 5118 - All All All

Hardware Intel 5118 - All All All

Operating System Intel 5118 Firmware - All All All

Operating System Intel 5118 Firmware - All All All

Hardware Intel 5119t - All All All

Hardware Intel 5119t - All All All

Operating System Intel 5119t Firmware - All All All

Operating System Intel 5119t Firmware - All All All

Hardware Intel 5120t - All All All

Hardware Intel 5120t - All All All

Operating System Intel 5120t Firmware - All All All

Operating System Intel 5120t Firmware - All All All

Hardware Intel 6126 - All All All

Hardware Intel 6126 - All All All

Hardware Intel 6126t - All All All

Hardware Intel 6126t - All All All

Operating System Intel 6126t Firmware - All All All

Operating System Intel 6126t Firmware - All All All

Operating System Intel 6126 Firmware - All All All

Operating System Intel 6126 Firmware - All All All

Hardware Intel 6130 - All All All

Hardware Intel 6130 - All All All

Hardware Intel 6130t - All All All

Hardware Intel 6130t - All All All

Operating System Intel 6130t Firmware - All All All

Operating System Intel 6130t Firmware - All All All

Operating System Intel 6130 Firmware - All All All

Operating System Intel 6130 Firmware - All All All
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Hardware Intel 6138 - All All All

Hardware Intel 6138 - All All All

Operating System Intel 6138 Firmware - All All All

Operating System Intel 6138 Firmware - All All All

Hardware Intel E5-1620 2 All All All

Hardware Intel E5-1620 3 All All All

Hardware Intel E5-1620 4 All All All

Hardware Intel E5-1620 2 All All All

Hardware Intel E5-1620 3 All All All

Hardware Intel E5-1620 4 All All All

Operating System Intel E5-1620 Firmware - All All All

Operating System Intel E5-1620 Firmware - All All All

Hardware Intel E5-1630 3 All All All

Hardware Intel E5-1630 4 All All All

Hardware Intel E5-1630 3 All All All

Hardware Intel E5-1630 4 All All All

Operating System Intel E5-1630 Firmware - All All All

Operating System Intel E5-1630 Firmware - All All All

Hardware Intel E5-1650 2 All All All

Hardware Intel E5-1650 3 All All All

Hardware Intel E5-1650 4 All All All

Hardware Intel E5-1650 2 All All All

Hardware Intel E5-1650 3 All All All

Hardware Intel E5-1650 4 All All All

Operating System Intel E5-1650 Firmware - All All All

Operating System Intel E5-1650 Firmware - All All All

Hardware Intel E5-1660 2 All All All

Hardware Intel E5-1660 3 All All All

Hardware Intel E5-1660 4 All All All

Hardware Intel E5-1660 2 All All All

Hardware Intel E5-1660 3 All All All

Hardware Intel E5-1660 4 All All All

Operating System Intel E5-1660 Firmware - All All All

Operating System Intel E5-1660 Firmware - All All All

Hardware Intel E5-1680 3 All All All

Hardware Intel E5-1680 4 All All All
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Hardware Intel E5-1680 4 All All All

Hardware Intel E5-1680 3 All All All

Hardware Intel E5-1680 4 All All All

Operating System Intel E5-1680 Firmware - All All All

Operating System Intel E5-1680 Firmware - All All All

Hardware Intel E5-2403 2 All All All

Hardware Intel E5-2403 2 All All All

Operating System Intel E5-2403 Firmware - All All All

Operating System Intel E5-2403 Firmware - All All All

Hardware Intel E5-2407 2 All All All

Hardware Intel E5-2407 2 All All All

Operating System Intel E5-2407 Firmware - All All All

Operating System Intel E5-2407 Firmware - All All All

Hardware Intel E5-2420 2 All All All

Hardware Intel E5-2420 2 All All All

Operating System Intel E5-2420 Firmware - All All All

Operating System Intel E5-2420 Firmware - All All All

Hardware Intel E5-2430 2 All All All

Hardware Intel E5-2430 2 All All All

Hardware Intel E5-2430l 2 All All All

Hardware Intel E5-2430l 2 All All All

Operating System Intel E5-2430l Firmware - All All All

Operating System Intel E5-2430l Firmware - All All All

Operating System Intel E5-2430 Firmware - All All All

Operating System Intel E5-2430 Firmware - All All All
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Hardware Intel E5-2440 2 All All All

Operating System Intel E5-2440 Firmware - All All All

Operating System Intel E5-2440 Firmware - All All All

Hardware Intel E5-2450 2 All All All

Hardware Intel E5-2450 2 All All All

Hardware Intel E5-2450l 2 All All All

Hardware Intel E5-2450l 2 All All All

Operating System Intel E5-2450l Firmware - All All All
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Operating System Intel E5-2450 Firmware - All All All

Hardware Intel E5-2470 2 All All All

Hardware Intel E5-2470 2 All All All

Operating System Intel E5-2470 Firmware - All All All

Operating System Intel E5-2470 Firmware - All All All

Hardware Intel E5-2603 2 All All All

Hardware Intel E5-2603 3 All All All

Hardware Intel E5-2603 4 All All All
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Hardware Intel E5-2603 3 All All All

Hardware Intel E5-2603 4 All All All
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Operating System Intel E5-2603 Firmware - All All All

Hardware Intel E5-2608l 4 All All All

Hardware Intel E5-2608l 4 All All All

Operating System Intel E5-2608l Firmware - All All All

Operating System Intel E5-2608l Firmware - All All All

Hardware Intel E5-2609 2 All All All

Hardware Intel E5-2609 4 All All All

Hardware Intel E5-2609 2 All All All

Hardware Intel E5-2609 4 All All All
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Operating System Intel E5-2620 Firmware - All All All
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Hardware Intel E5-2623 3 All All All

Hardware Intel E5-2623 4 All All All

Hardware Intel E5-2623 3 All All All

Hardware Intel E5-2623 4 All All All

Operating System Intel E5-2623 Firmware - All All All

Operating System Intel E5-2623 Firmware - All All All

Hardware Intel E5-2628l 4 All All All

Hardware Intel E5-2628l 4 All All All

Operating System Intel E5-2628l Firmware - All All All

Operating System Intel E5-2628l Firmware - All All All

Hardware Intel E5-2630 2 All All All

Hardware Intel E5-2630 3 All All All

Hardware Intel E5-2630 4 All All All

Hardware Intel E5-2630 2 All All All

Hardware Intel E5-2630 3 All All All

Hardware Intel E5-2630 4 All All All

Hardware Intel E5-2630l 2 All All All

Hardware Intel E5-2630l 3 All All All

Hardware Intel E5-2630l 4 All All All

Hardware Intel E5-2630l 2 All All All

Hardware Intel E5-2630l 3 All All All

Hardware Intel E5-2630l 4 All All All

Operating System Intel E5-2630l Firmware - All All All

Operating System Intel E5-2630l Firmware - All All All

Operating System Intel E5-2630 Firmware - All All All

Operating System Intel E5-2630 Firmware - All All All

Hardware Intel E5-2637 2 All All All

Hardware Intel E5-2637 3 All All All

Hardware Intel E5-2637 4 All All All

Hardware Intel E5-2637 2 All All All

Hardware Intel E5-2637 3 All All All

Hardware Intel E5-2637 4 All All All

Operating System Intel E5-2637 Firmware - All All All

Operating System Intel E5-2637 Firmware - All All All

Hardware Intel E5-2640 2 All All All

Hardware Intel E5-2640 3 All All All
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