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Description

/ |

Risk And Classification

** DISPUTED ** The Linux kernel through 5.0.7, when CONFIG_IA32_AOUT is enabled and ia32_aout is loaded, allows lot

1|

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Vendor Product

Type

Operating System Linux Linux Kernel All

Version

Update

All

Edition Language

All All

References

Reference

oss-security - Re: Linux kernel < 4.8 local generic ASLR - another CVE-ID
[security-announce] openSUSE-SU-2019:1570-1: important: Security update
oss-security - Re: Linux kernel < 4.8 local generic ASLR - another CVE-ID

Linux Kernel CVE-2019-11191 Local Security Bypass Vulnerability

USN-4006-1: Linux kernel vulnerability | Ubuntu security notices | Ubuntu
USN-4008-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu
www.openwall.com/lists/oss-security/2019/04/03/4/1

USN-4006-2: Linux kernel (HWE) vulnerability | Ubuntu security notices | Ubuntu
USN-4007-1: Linux kernel vulnerability | Ubuntu security notices | Ubuntu
USN-4007-2: Linux kernel (HWE) vulnerability | Ubuntu security notices | Ubuntu
USN-4008-3: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices
oss-security - Linux kernel < 4.8 local generic ASLR bypass for setuid binaries

CVE Program record

Source

MLIST

SUSE

MLIST

BID

UBUNTU

UBUNTU

MISC

UBUNTU

UBUNTU

UBUNTU

UBUNTU

MISC

CVE.ORG

Link Tags

www.openwall.com Mailing List, Third F
lists.opensuse.org

www.openwall.com

www.securityfocus.com  Third Party Advisor
usn.ubuntu.com
usn.ubuntu.com
www.openwall.com Exploit, Mailing List
usn.ubuntu.com
usn.ubuntu.com
usn.ubuntu.com
usn.ubuntu.com
www.openwall.com

Exploit, Mailing List

Www.cve.org canonical


https://cve.report/
https://cve.report/CVE-2019-11191/mitre
https://cve.report/CVE-2019-11191/nist
https://cve.report/CVE-2019-11191/cve_org
https://cve.report/api/cve/CVE-2019-11191.json
https://cve.report/CVE-2019-11191.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://www.openwall.com/lists/oss-security/2019/04/18/5
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00039.html
http://www.openwall.com/lists/oss-security/2019/05/22/7
http://www.securityfocus.com/bid/107887
https://usn.ubuntu.com/4006-1/
https://usn.ubuntu.com/4008-1/
https://www.openwall.com/lists/oss-security/2019/04/03/4/1
https://usn.ubuntu.com/4006-2/
https://usn.ubuntu.com/4007-1/
https://usn.ubuntu.com/4007-2/
https://usn.ubuntu.com/4008-3/
https://www.openwall.com/lists/oss-security/2019/04/03/4
https://www.cve.org/CVERecord?id=CVE-2019-11191

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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