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Summary

CVE CVE-2019-11206

State PUBLIC

Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-14 20:29:00 UTC

Updated 2023-01-30 18:58:00 UTC

Description The Spotfire library component of TIBCO Software Inc.'s TIBCO Spotfire Analytics Platform for AWS Marketplace, and TIBCO Spotfire Server contains vulnerabilities that theoretically allow a malicious user to undermine the integrity of comments and bookmarks. Affected releases are TIBCO Software Inc.'s TIBCO Spotfire Analytics Platform for AWS Marketplace: versions up to and including 10.2.0, and TIBCO Spotfire Server: versions up to and including 7.11.2; 7.12.0; 7.13.0; 7.14.0; 10.0.0; 10.0.1; 10.1.0; and 10.2.0.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Spotfire Analytics Platform For Aws All All All All

Application Tibco Spotfire Server 10.0.0 All All All

Application Tibco Spotfire Server 10.0.1 All All All

Application Tibco Spotfire Server 10.1.0 All All All

Application Tibco Spotfire Server 10.2.0 All All All

Application Tibco Spotfire Server 7.12.0 All All All

Application Tibco Spotfire Server 7.13.0 All All All

Application Tibco Spotfire Server 7.14.0 All All All

Application Tibco Spotfire Server 10.0.0 All All All

Application Tibco Spotfire Server 10.0.1 All All All

Application Tibco Spotfire Server 10.1.0 All All All

Application Tibco Spotfire Server 10.2.0 All All All

Application Tibco Spotfire Server 7.12.0 All All All

Application Tibco Spotfire Server 7.13.0 All All All

Application Tibco Spotfire Server 7.14.0 All All All

Application Tibco Spotfire Server All All All All
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References

Reference Source Link Tags

Multiple TIBCO Products CVE-2019-11206 Multiple Security Bypass Vulnerabilities BID www.securityfocus.com

Advisory | TIBCO Software MISC www.tibco.com Vendor Advisory

TIBCO Security Advisory: May 14, 2019 - TIBCO Spotfire Server - 2019-11206 | TIBCO Software MISC www.tibco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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