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FreeRADIUS before 3.0.19 mishandles the "each participant verifies that the received scalar is within a range, and that the
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Problem Types: CWE-345
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Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All
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Reference Source Link
VU#871675 - WPAS design issues and implementation vulnerabilities in hostapd and wpa_supplicant MISC www.kl
Red Hat Customer Portal REDHAT  access
[security-announce] openSUSE-SU-2019:1394-1: important: Security update SUSE lists.op
[security-announce] openSUSE-SU-2019:1346-1: important: Security update SUSE lists.op
USN-3954-1: FreeRADIUS vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ub
Red Hat Customer Portal REDHAT  access
papers.mathyvanhoef.com/dragonblood.pdf MISC papers
Releases MISC freerad
[security-announce] openSUSE-SU-2020:0542-1: important: Security update SUSE lists.op
1695748 — (CVE-2019-11235) CVE-2019-11235 freeradius: eap-pwd: authentication bypass via an invalid curve attack CONFIRM  bugzille
Releases MISC freerad
CVE Program record CVE.ORG www.c'
NVD vulnerability detail NVD nvd.nis
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377182 Alibaba Cloud Linux Security Update for freeradius (ALINUX2-SA-2019:0031)
378222 Virtuozzo Linux Security Update for freeradius-devel (VZLSA-2019:1131)
500186 Alpine Linux Security Update for freeradius

503926 Alpine Linux Security Update for freeradius
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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