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Summary

CVE CVE-2019-11247

State PUBLIC

Assigner security@kubernetes.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-29 01:15:00 UTC

Updated 2020-10-02 16:21:00 UTC

Description The Kubernetes kube-apiserver mistakenly allows access to a cluster-scoped custom resource if the request is made as if the resource were namespaced. Authorizations for the resource accessed in this manner are enforced using roles and role bindings within the namespace, meaning that a user with access only to a resource in one namespace could create, view update or delete the cluster-scoped resource (according to their namespace role privileges). Kubernetes affected versions include versions prior to 1.13.9, versions prior to 1.14.5, versions prior to 1.15.2, and versions 1.7, 1.8, 1.9, 1.10, 1.11, 1.12.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kubernetes Kubernetes All All All All

Application Kubernetes Kubernetes 1.12.11 beta0 All All

Application Kubernetes Kubernetes All All All All

Application Kubernetes Kubernetes 1.12.11 beta0 All All

Application Kubernetes Kubernetes All All All All

Application Redhat Openshift Container Platform 3.10 All All All

Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 3.9 All All All

Application Redhat Openshift Container Platform 3.10 All All All

Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 3.9 All All All
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NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit
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