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Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Kubernetes Kubernetes All All All All
Kubernetes Kubernetes 1.13.0 - All All
Kubernetes Kubernetes 1.13.0 alpha0 All All
Kubernetes Kubernetes 1.13.0 alpha1l All All
Kubernetes Kubernetes 1.13.0 alpha2 All All
Kubernetes Kubernetes 1.13.0 alpha3 All All
Kubernetes Kubernetes 1.13.0 beta0 All All
Kubernetes Kubernetes 1.13.0 betal All All
Kubernetes Kubernetes 1.13.0 beta2 All All
Kubernetes Kubernetes 1.13.0 rci All All
Kubernetes Kubernetes 1.13.0 rc2 All All
Kubernetes Kubernetes 1.13.1 - All All
Kubernetes Kubernetes 1.13.1 betal All All
Kubernetes Kubernetes 1.13.2 - All All
Kubernetes Kubernetes 1.13.2 betal All All
Kubernetes Kubernetes 1.13.3 - All All
Kubernetes Kubernetes 1.13.3 betal All All


https://cve.report/
https://cve.report/CVE-2019-11248/mitre
https://cve.report/CVE-2019-11248/nist
https://cve.report/CVE-2019-11248/cve_org
https://cve.report/api/cve/CVE-2019-11248.json
https://cve.report/CVE-2019-11248.pdf
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

1.13.4

1.13.4

1.13.5

1.13.5

1.13.6

1.13.6

1.13.7

1.13.7

1.13.8

1.14.0

1.14.0

1.14.0

1.14.0

1.14.0

1.14.0

1.14.0

1.14.0

1.14.0

1.141

1.14.1

1.14.2

1.14.2

1.14.3

1.14.3

1.14.4

1.15.0

1.15.0

1.15.0

1.15.0

1.15.0

1.15.0

1.15.0

1.15.0

All

1.13.0

betal

betal

betal

beta.0

beta.0

alpha0
alphat
alpha2
alpha3
betal
betal
beta2

rcl

beta0

beta0

betal
beta.0
alpha0
alphat
alpha2
alpha3
betal
betat
beta2
rci

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

Kubernetes

.13.0

.13.0

.13.0

.13.0

.13.0

.13.0

.13.0

.13.0

.13.0

1341

131

13.2

.13.2

.13.3

.13.3

13.4

.13.4

13.5

135

.13.6

.13.6

137

137

.13.8

.14.0

.14.0

.14.0

.14.0

.14.0

.14.0

.14.0

.14.0

.14.0

141

144

alpha0
alphai
alpha2
alpha3
beta0
betal
beta2
rci

rc2

betal

betal

beta0

beta0

beta0

beta0

beta.0

beta.0

alpha0
alphai
alpha2
alpha3
beta0
betal
beta2

rcl

betal

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes

Application Kubernetes Kubernetes 1.14.2 - All All

Application Kubernetes Kubernetes 1.14.2 betal All All

Application Kubernetes Kubernetes 1.14.3 - All All

Application Kubernetes Kubernetes 1.14.3 beta0 All All

Application Kubernetes Kubernetes 1.14.4 beta.0 All All

Application Kubernetes Kubernetes 1.15.0 alpha0 All All

Application Kubernetes Kubernetes 1.15.0 alphai All All

Application Kubernetes Kubernetes 1.15.0 alpha2 All All

Application Kubernetes Kubernetes 1.15.0 alpha3 All All

Application Kubernetes Kubernetes 1.15.0 beta0 All All

Application Kubernetes Kubernetes 1.15.0 betal All All

Application Kubernetes Kubernetes 1.15.0 beta2 All All

Application Kubernetes Kubernetes 1.15.0 rci All All

Reference Source Link
CVE-2019-11248: /debug/pprof exposed on kubelet's healthz port - Issue #81023 - kubernetes/kubernetes - GitHub  CONFIRM  github.corr
Google Groups MLIST groups.go«
September 2019 Kubernetes Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.ne
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
< e

Vendor Comments And Credit

Discovery Credit
LEGACY: Jordan Zebor, F5 Networks

Legacy QID Mappings

730928 Kubernetes Kubelet Missing Authorization Vulnerability
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