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CVE CVE-2019-1125
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-03 18:15:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description An information disclosure vulnerability exists when certain central processing units (CPU) speculatively access memory, ak

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 10 - All All All
Operating System Microsoft Windows 10 1607 All All All
Operating System Microsoft Windows 10 1703 All All All
Operating System Microsoft Windows 10 1709 All All All
Operating System Microsoft Windows 10 1803 All All All
Operating System Microsoft Windows 10 1809 All All All
Operating System Microsoft Windows 10 1903 All All All
Operating System Microsoft Windows 10 - All All All
Operating System Microsoft Windows 10 1607 All All All
Operating System Microsoft Windows 10 1703 All All All
Operating System Microsoft Windows 10 1709 All All All
Operating System Microsoft Windows 10 1803 All All All
Operating System Microsoft Windows 10 1809 All All All
Operating System Microsoft Windows 10 1903 All All All
Operating System Microsoft Windows 7 - sp1 All All
Operating System Microsoft Windows 7 - spl All All
Operating System Microsoft Windows 8.1 - All All All
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References

Reference Source Link

Red Hat Customer Portal REDHAT  access.redhat.com
Red Hat Customer Portal REDHAT  access.redhat.com
Red Hat Customer Portal REDHAT  access.redhat.com
Red Hat Customer Portal REDHAT  access.redhat.com
Red Hat Customer Portal REDHAT  access.redhat.com
Security Advisory - Information Disclosure Vulnerability about SWAPGS Instruction CONFIRM  www.huawei.com
Synology Inc. CONFIRM  www.synology.com
Red Hat Customer Portal REDHAT  access.redhat.com
Red Hat Customer Portal REDHAT  access.redhat.com

McAfee Security Bulletin - Updates for Kernel SWAPGS Attack data leakage flaws (CVE-2019-1125) CONFIRM kc.mcafee.com

Red Hat Customer Portal REDHAT  access.redhat.com

Red Hat Customer Portal REDHAT  access.redhat.com

Red Hat Customer Portal REDHAT  access.redhat.com
portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1125 MISC portal.msrc.microsoft.con
Red Hat Customer Portal REDHAT  access.redhat.com
SWAPGS Attack Proof Of Concept =~ Packet Storm MISC packetstormsecurity.com
Red Hat Customer Portal REDHAT  access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296077 Oracle Solaris 11.4 Support Repository Update (SRU) 18.4.0 Missing (CPUJAN2020)

376899 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2019:0049)
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