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The Kubernetes client-go library logs request headers at verbosity levels of 7 or higher. This can disclose credentials to une
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Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Kubernetes Kubernetes All All All All
Kubernetes Kubernetes 1.15.3 - All All
Kubernetes Kubernetes 1.15.4 betal All All
Kubernetes Kubernetes 1.16.0 alpha1l All All
Kubernetes Kubernetes 1.16.0 alpha2 All All
Kubernetes Kubernetes 1.16.0 alpha3 All All
Kubernetes Kubernetes 1.16.0 betat All All
Kubernetes Kubernetes 1.16.0 beta2 All All
Kubernetes Kubernetes All All All All
Kubernetes Kubernetes 1.15.3 - All All
Kubernetes Kubernetes 1.15.4 beta0 All All
Kubernetes Kubernetes 1.16.0 alpha1t All All
Kubernetes Kubernetes 1.16.0 alpha2 All All
Kubernetes Kubernetes 1.16.0 alpha3 All All
Kubernetes Kubernetes 1.16.0 betal All All
Kubernetes Kubernetes 1.16.0 beta2 All All
Redhat Openshift Container Platform 3.11 All All All
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Application Redhat Openshift Container Platform 4.1 All All All

Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 41 All All All

Reference Source Link
CVE-2019-11250: TOB-K8S-001: Bearer tokens are revealed in logs - Issue #81114 - kubernetes/kubernetes - GitHub  CONFIRM  github.c
Red Hat Customer Portal - Access to 24x7 support and knowledge REDHAT  access.
September 2019 Kubernetes Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security
Red Hat Customer Portal - Access to 24x7 support and knowledge REDHAT  access.
oss-security - Kubernetes: Multiple secret leaks when verbose logging is enabled MLIST WWW.OF
CVE Program record CVE.ORG www.cv
NVD vulnerability detail NVD nvd.nist
< | i

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

770012 Red Hat OpenShift Container Platform 4.1 Security Update (RHSA-2019:4087)
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