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State PUBLIC
Assigner security@kubernetes.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-05 16:15:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description Improper input validation in Kubernetes CSI sidecar containers for external-provisioner (<v0.4.3, <v1.0.2, v1.1, <v1.2.2, <v1

/ |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kubernetes External-provisioner 1.3.0 All All All
Application Kubernetes External-provisioner All All All All
Application Kubernetes External-provisioner 1.3.0 All All All
Application Kubernetes External-provisioner All All All All
Application Kubernetes External-provisioner All All All All
Application Kubernetes External-resizer All All All All
Application Kubernetes External-snapshotter All All All All
Application Kubernetes External-snapshotter All All All All
Application Kubernetes External-snapshotter All All All All
Application Redhat Openshift Container Platform 3.11 All All All
Application Redhat Openshift Container Platform 4.1 All All All
Application Redhat Openshift Container Platform 4.2 All All All
Application Redhat Openshift Container Platform 3.11 All All All
Application Redhat Openshift Container Platform 41 All All All
Application Redhat Openshift Container Platform 4.2 All All All

References


https://cve.report/
https://cve.report/CVE-2019-11255/mitre
https://cve.report/CVE-2019-11255/nist
https://cve.report/CVE-2019-11255/cve_org
https://cve.report/CVE-2019-11255.pdf
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/external-provisioner
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/external-provisioner
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/external-provisioner
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/external-provisioner
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/external-provisioner
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/external-resizer
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/external-snapshotter
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/external-snapshotter
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/external-snapshotter
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform

Reference

Red Hat Customer Portal

Google Groups

Red Hat Customer Portal

Google Groups

CVE-2019-11255 Kubernetes Vulnerability in NetApp Products | NetApp Product Security

CVE-2019-11255: CSI volume snapshot, cloning and resizing features can result in unauthorized volume data access or mutation - Issue #85:
Red Hat Customer Portal

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Discovery Credit
LEGACY: Xianggian Yu

There are currently no legacy QID mappings associated with this CVE.
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