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Summary

CVE CVE-2019-11275

State PUBLIC

Assigner security@pivotal.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-01 15:15:00 UTC

Updated 2020-10-16 13:17:00 UTC

Description Pivotal Application Manager, versions 666.0.x prior to 666.0.36, versions 667.0.x prior to 667.0.22, versions 668.0.x prior to 668.0.21, versions 669.0.x prior to 669.0.13, and versions 670.0.x prior to 670.0.7, contain a vulnerability where a remote authenticated user can create an app with a name such that a csv program can interpret into a formula and gets executed. The malicious user can possibly gain access to a usage report that requires a higher privilege.

Risk And Classification

Problem Types: CWE-1236

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pivotal Apps Manager All All All All

Application Pivotal Apps Manager All All All All

Application Pivotal Software Pivotal Application Service All All All All

Application Pivotal Software Pivotal Application Service All All All All

Application Pivotal Software Pivotal Application Service All All All All

Application Pivotal Software Pivotal Application Service All All All All

References

Reference Source Link

CVE-2019-11275: CSV Injection in usage report downloaded from Pivotal Application Manager | Security | VMware Tanzu CONFIRM pivotal.io

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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