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CVE CVE-2019-11281
State PUBLIC
Assigner security@pivotal.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-16 16:15:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description Pivotal RabbitMQ, versions prior to v3.7.18, and RabbitMQ for PCF, versions 1.15.x prior to 1.15.13, versions 1.16.x prior t
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Application Pivotal Software Rabbitmq All All All All
Application Pivotal Software Rabbitmq All All All All
Application Pivotal Software Rabbitmq All All All All
Application Pivotal Software Rabbitmq All All All All
Application Redhat Openstack 15 All All All
Application Redhat Openstack For Ibm Power 15 All All All
References
Reference Source Link
[SECURITY] [DLA 2710-1] rabbitmqg-server security update MLIST lists.debian.org
CVE-2019-11281: RabbitMQ XSS attack | Security | VMware Tanzu CONFIRM pivotal.io

[SECURITY] Fedora 30 Update: rabbitmqg-server-3.7.22-1.1c30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.o
[SECURITY] Fedora 31 Update: rabbitmg-server-3.7.22-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.o

[SECURITY] Fedora 31 Update: rabbitmqg-server-3.7.22-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.o
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Red Hat Customer Portal REDHAT  access.redhat.com

[SECURITY] Fedora 30 Update: rabbitmqg-server-3.7.22-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.o
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178716 Debian Security Update for rabbitmg-server (DLA 2710-1)
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