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Summary

CVE CVE-2019-11331

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-18 22:29:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description Network Time Protocol (NTP), as specified in RFC 5905, uses port 123 even for modes where a fixed port number is not required, which makes it easier for remote attackers to conduct off-path attacks.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ntp Ntp - All All All

Application Ntp Ntp - All All All

References

Reference Source Link Tags

draft-gont-ntp-port-randomization-00 - Port Randomization in the Network Time Protocol Version 4 MISC tools.ietf.org Third Party Advisory

support.f5.com/csp/article/K09940637 CONFIRM support.f5.com

myF5 support.f5.com

support.f5.com/csp/article/K09940637 CONFIRM support.f5.com

Malformed Request BID www.securityfocus.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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