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CVE CVE-2019-11339
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-19 00:29:00 UTC
Updated 2019-05-06 21:29:00 UTC
Description The studio profile decoder in libavcodec/mpeg4videodec.c in FFmpeg 4.0 before 4.0.4 and 4.1 before 4.1.2 allows remote ¢

/ |

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ffmpeg Ffmpeg All All All All

Application Ffmpeg Ffmpeg All All All All

Reference Source Link

FFmpeg CVE-2019-11339 Denial of Service Vulnerability BID www.securityfoc
USN-3967-1: FFmpeg vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
avcodec/mpeg4videodec: Clear interlaced_dct for studio profile - FFmpeg/FFmpeg@1f686d0 - GitHub MISC github.com
avcodec/mpeg4videodec: Check idx in mpeg4_decode_studio_block() - FFmpeg/FFmpeg@d227ed5 - GitHub ~ MISC github.com
[security-announce] openSUSE-SU-2020:0024-1: moderate: Security update f SUSE lists.opensuse.o
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

A

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500905 Alpine Linux Security Update for ffmpeg


https://cve.report/
https://cve.report/CVE-2019-11339/mitre
https://cve.report/CVE-2019-11339/nist
https://cve.report/CVE-2019-11339/cve_org
https://cve.report/CVE-2019-11339.pdf
http://cve.report/vendor/ffmpeg
http://cve.report/software/ffmpeg/ffmpeg
http://cve.report/vendor/ffmpeg
http://cve.report/software/ffmpeg/ffmpeg
http://www.securityfocus.com/bid/108037
https://usn.ubuntu.com/3967-1/
https://github.com/FFmpeg/FFmpeg/commit/1f686d023b95219db933394a7704ad9aa5f01cbb
https://github.com/FFmpeg/FFmpeg/commit/d227ed5d598340e719eff7156b1aa0a4469e9a6a
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00012.html
https://www.cve.org/CVERecord?id=CVE-2019-11339
https://nvd.nist.gov/vuln/detail/CVE-2019-11339
http://cve.report/qid/500905

502275 Alpine Linux Security Update for ffmpeg4
504748 Alpine Linux Security Update for ffmpeg

504766 Alpine Linux Security Update for ffmpeg4
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