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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2019-11358

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2019-04-20 00:29:00 UTC

2023-11-07 03:02:00 UTC

jQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {}, ...) because

Risk And Classification

1|

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Application
Application
Application
Operating System
Application
Application

Application

Vendor
Backdropcms
Backdropcms
Debian
Debian
Debian

Drupal

Drupal
Fedoraproject
Fedoraproject
Fedoraproject
Joomla
Jguery
Jguery
Juniper
Netapp
Netapp

Opensuse

Product
Backdrop
Backdrop
Debian Linux
Debian Linux
Debian Linux
Drupal
Drupal
Fedora
Fedora
Fedora
Joomla!
Jgquery
Jgquery
Junos
Oncommand System Manager
Snapcenter

Backports Sle

Version

All

All

8.0

9.0

9.0

All

All

28

29

30

All

All

All

21.2

All

Update E
All F
All £
All F
All £
All F
All £
All F
All £
All £
All £
All £
All £
All £
- i
All £
All F
sp1 £


https://cve.report/
https://cve.report/CVE-2019-11358/mitre
https://cve.report/CVE-2019-11358/nist
https://cve.report/CVE-2019-11358/cve_org
https://cve.report/CVE-2019-11358.pdf
http://cve.report/vendor/backdropcms
http://cve.report/software/backdropcms/backdrop
http://cve.report/vendor/backdropcms
http://cve.report/software/backdropcms/backdrop
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/jquery
http://cve.report/software/jquery/jquery
http://cve.report/vendor/jquery
http://cve.report/software/jquery/jquery
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_system_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/snapcenter
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle

Operating System  Opensuse

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Leap

Agile Product Lifecycle Management For Process
Agile Product Lifecycle Management For Process
Agile Product Lifecycle Management For Process
Agile Product Lifecycle Management For Process
Agile Product Lifecycle Management For Process
Application Express

Application Service Level Management
Application Service Level Management
Application Testing Suite

Application Testing Suite

Application Testing Suite

Application Testing Suite

Application Testing Suite

Application Testing Suite

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Digital Experience

Banking Enterprise Collections

Banking Platform

Big Data Discovery

Bi Publisher

Bi Publisher

Bi Publisher

Business Process Management Suite

Business Process Management Suite
Communications Analytics

Communications Application Session Controller
Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Billing And Revenue Management

Communications Billing And Revenue Management

15.1

6.1

6.2.0.0

6.2.1.0

6.2.2.0

6.2.3.0

All

13.2.0.0

13.3.0.0

12.5.0.3

13.1.0.1

13.2

13.2.0.1

13.3

13.3.0.1

18.1

18.2

18.3

19.1

19.2

20.1

All

All

1.6

12.2.1.3.0

12.2.1.4.0

5.5.0.0.0

12.2.1.3.0

12.2.1.4.0

12.1.1

3.8m0

12.0

12.0.0.3.0

7.5

7.5.0.23.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/opensuse
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http://cve.report/software/oracle/agile_product_lifecycle_management_for_process
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_product_lifecycle_management_for_process
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_product_lifecycle_management_for_process
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_product_lifecycle_management_for_process
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_product_lifecycle_management_for_process
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_express
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_service_level_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_service_level_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_testing_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_testing_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_testing_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_testing_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_testing_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_testing_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_digital_experience
http://cve.report/vendor/oracle
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http://cve.report/vendor/oracle
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http://cve.report/vendor/oracle
http://cve.report/software/oracle/big_data_discovery
http://cve.report/vendor/oracle
http://cve.report/software/oracle/bi_publisher
http://cve.report/vendor/oracle
http://cve.report/software/oracle/bi_publisher
http://cve.report/vendor/oracle
http://cve.report/software/oracle/bi_publisher
http://cve.report/vendor/oracle
http://cve.report/software/oracle/business_process_management_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/business_process_management_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_analytics
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_application_session_controller
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_billing_and_revenue_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_billing_and_revenue_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_billing_and_revenue_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_billing_and_revenue_management

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Communications Diameter Signaling Router
Communications Diameter Signaling Router
Communications Diameter Signaling Router
Communications Diameter Signaling Router
Communications Eagle Application Processor
Communications Element Manager

Communications Element Manager

Communications Element Manager

Communications Interactive Session Recorder
Communications Operations Monitor

Communications Operations Monitor

Communications Operations Monitor

Communications Operations Monitor

Communications Services Gatekeeper
Communications Session Report Manager
Communications Session Report Manager
Communications Session Report Manager
Communications Session Route Manager
Communications Session Route Manager
Communications Session Route Manager
Communications Unified Inventory Management
Communications Unified Inventory Management
Communications Webrtc Session Controller

Diagnostic Assistant

Enterprise Manager Ops Center

Enterprise Manager Ops Center

Enterprise Manager Ops Center

Enterprise Session Border Controller

Financial Services Analytical Applications Infrastructure
Financial Services Analytical Applications Infrastructure
Financial Services Analytical Applications Reconciliation Framework
Financial Services Analytical Applications Reconciliation Framework
Financial Services Asset Liability Management
Financial Services Asset Liability Management

Financial Services Balance Sheet Planning

8.0.0

8.1

8.2

8.2.1

All

8.2.0

8.2.1

All

3.4

4.0

All

7.0

8.1.1

8.2.0

8.2.1

8.2.0

8.2.1

7.3

7.4.0

7.2

2.12.36

12.3.3

12.4.0

12.4.0.0

8.4

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_diameter_signaling_router
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_diameter_signaling_router
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_diameter_signaling_router
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_diameter_signaling_router
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_eagle_application_processor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_interactive_session_recorder
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_operations_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_operations_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_operations_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_operations_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_services_gatekeeper
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_session_report_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_session_report_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_session_report_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_session_route_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_session_route_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_session_route_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_webrtc_session_controller
http://cve.report/vendor/oracle
http://cve.report/software/oracle/diagnostic_assistant
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_session_border_controller
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_reconciliation_framework
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_reconciliation_framework
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_asset_liability_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_asset_liability_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_balance_sheet_planning

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Financial Services Basel Regulatory Capital Basic

Financial Services Basel Regulatory Capital Basic

Financial Services Basel Regulatory Capital Internal Ratings Based Approach
Financial Services Basel Regulatory Capital Internal Ratings Based Approach
Financial Services Data Foundation

Financial Services Data Governance For Us Regulatory Reporting
Financial Services Data Integration Hub

Financial Services Data Integration Hub

Financial Services Enterprise Financial Performance Analytics

Financial Services Enterprise Financial Performance Analytics

Financial Services Funds Transfer Pricing

Financial Services Funds Transfer Pricing

Financial Services Hedge Management And Ifrs Valuations

Financial Services Hedge Management And Ifrs Valuations

Financial Services Institutional Performance Analytics

Financial Services Institutional Performance Analytics

Financial Services Liquidity Risk Management

Financial Services Liquidity Risk Management

Financial Services Liquidity Risk Management

Financial Services Liquidity Risk Management

Financial Services Liquidity Risk Management

Financial Services Liquidity Risk Measurement And Management
Financial Services Liquidity Risk Measurement And Management
Financial Services Liquidity Risk Measurement And Management
Financial Services Loan Loss Forecasting And Provisioning

Financial Services Loan Loss Forecasting And Provisioning

Financial Services Market Risk Measurement And Management
Financial Services Market Risk Measurement And Management
Financial Services Market Risk Measurement And Management
Financial Services Price Creation And Discovery

Financial Services Profitability Management

Financial Services Profitability Management

Financial Services Regulatory Reporting For De Nederlandsche Bank
Financial Services Regulatory Reporting For European Banking Authority
Financial Services Regulatory Reporting For European Banking Authority

Financial Services Regulatory Reporting For Us Federal Reserve

8.1.0

All

All

All

All

All

8.0.6

8.0.7

All

8.0.0.1.0

8.0.2

8.0.4.0.0

8.0.5.0.0

8.0.6

8.0.7

8.0.8

All

8.0.5

8.0.6

8.0.8

All

All

8.0.4

8.0.6

8.0.7

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_basel_regulatory_capital_basic
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_basel_regulatory_capital_basic
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_basel_regulatory_capital_internal_ratings_based_approach
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_basel_regulatory_capital_internal_ratings_based_approach
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_data_foundation
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_data_governance_for_us_regulatory_reporting
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_data_integration_hub
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_data_integration_hub
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_enterprise_financial_performance_analytics
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_enterprise_financial_performance_analytics
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_funds_transfer_pricing
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_funds_transfer_pricing
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_hedge_management_and_ifrs_valuations
http://cve.report/vendor/oracle
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http://cve.report/vendor/oracle
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http://cve.report/software/oracle/financial_services_liquidity_risk_management
http://cve.report/vendor/oracle
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http://cve.report/vendor/oracle
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http://cve.report/software/oracle/financial_services_liquidity_risk_management
http://cve.report/vendor/oracle
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http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_profitability_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_profitability_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_regulatory_reporting_for_de_nederlandsche_bank
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_regulatory_reporting_for_european_banking_authority
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_regulatory_reporting_for_european_banking_authority
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_regulatory_reporting_for_us_federal_reserve
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application
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Application
Application
Application
Application
Application
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Application
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Application
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Application
Application
Application
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Application

Oracle

Oracle
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Oracle
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Oracle

Oracle

Oracle

Oracle

Oracle
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Financial Services Retail Customer Analytics
Financial Services Retail Performance Analytics
Financial Services Retail Performance Analytics
Financial Services Revenue Management And Billing
Financial Services Revenue Management And Billing
Fusion Middleware Mapviewer

Healthcare Foundation

Healthcare Foundation

Healthcare Foundation

Healthcare Foundation

Healthcare Translational Research

Healthcare Translational Research

Healthcare Translational Research

Healthcare Translational Research

Healthcare Translational Research

Hospitality Guest Access

Hospitality Guest Access

Hospitality Materials Control

Hospitality Simphony

Hospitality Simphony

Hospitality Simphony

Identity Manager

Insurance Accounting Analyzer

Insurance Allocation Manager For Enterprise Profitability
Insurance Allocation Manager For Enterprise Profitability
Insurance Data Foundation

Insurance Ifrs 17 Analyzer

Insurance Ifrs 17 Analyzer

Insurance Insbridge Rating And Underwriting
Insurance Insbridge Rating And Underwriting
Insurance Performance Insight

Jdeveloper

Jdeveloper

Jdeveloper

Jdeveloper And Adf

All

8.0.6

8.0.7

2.4.0.0

2.4.01

12.2.1.3.0

711

7.2.0
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7.3.0

3.1.0

3.2.1

3.3.1

3.3.2

3.4.0

4.2.0
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18.1

18.1

18.2

All

12.2.1.3.0

8.0.9

8.0.8

8.1.0

All

8.0.6

8.0.7

5.6.1.0

All

8.0.7

11.1.1.9.0

12.2.1.3.0

12.2.1.4.0

11.1.1.9.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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Appiication vracie Hetal Gustomer ivianagement And Segmentation Founaation 18.U Al £
Application Oracle Retail Customer Management And Segmentation Foundation 19.0 All F
Application Oracle Retail Point-of-service 14.0 All F
Application Oracle Retail Point-of-service 141 All £
Application Oracle Retail Returns Management 14.0 All F
Application Oracle Retail Returns Management 141 All £
Application Oracle Service Bus 11.1.1.9.0 Al £
Application Oracle Service Bus 12.1.3.0.0 All A
Application Oracle Service Bus 12.2.1.3.0 All F
Application Oracle Siebel Mobile Applications All All £
Application Oracle Siebel Ui Framework 20.8 All F
Application Oracle Storagetek Tape Analytics Sw Tool 2.3.0 All £
Application Oracle System Utilities 19.1 All F
Application Oracle Tape Library Acsls 8.5 All £
Application Oracle Tape Library Acsls 8.5.1 All F
Application Oracle Transportation Management 143 All F
Application Oracle Utilities Mobile Workforce Management All All F
Application Oracle Webcenter Sites 12.2.1.3.0 Al F
Application Oracle Weblogic Server 10.3.6.0.0 Al £
Application Oracle Weblogic Server 12.1.3.0.0 All F
Application Oracle Weblogic Server 12.2.1.3.0 Al £
Application Oracle Weblogic Server 12.2.1.4.0 Al F
Application Oracle Weblogic Server 14.1.1.0.0 All A
Application Redhat Cloudforms 4.7 All F
Application Redhat Virtualization Manager 4.3 All A
A
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https://lists.apache.org/thread.html/08720ef215ee7ab3386c05a1a90a7d1c852bf0706f176a7816bf65fc%2540%253Ccommits.airflow.apache.org%253E
https://lists.apache.org/thread.html/bcce5a9c532b386c68dab2f6b3ce8b0cc9b950ec551766e76391caa3@%253Ccommits.nifi.apache.org%253E
https://lists.apache.org/thread.html/08720ef215ee7ab3386c05a1a90a7d1c852bf0706f176a7816bf65fc@%253Ccommits.airflow.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpuoct2019-5072832.html

uracle uritical Faicn upaate Aavisory - January zuzu
Pony Mail!

Pony Mail!

Bugtraqg: dotCMS v5.1.1 Vulnerabilities

Pony Mail!

Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - April 2020

Pony Mail!

Red Hat Customer Portal

Mitigating CVE-2019-11358 in old versions of jQuery — PrivacyWise

[SECURITY] Fedora 29 Update: drupal7-7.66-1.fc29 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4460-1 mediawiki

Pony Mail!

CVE-2019-11358 jQuery Vulnerability in NetApp Products | NetApp Product Security
Oracle Critical Patch Update Advisory - April 2021

[security-announce] openSUSE-SU-2019:1872-1: moderate: Security update f

Pony Mail!

Oracle Critical Patch Update Advisory - January 2021

Pony Mail!

CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159652 Oracle Enterprise Linux Security Update for idm:dl1 and idm:client (ELSA-2020-4670)

159679 Oracle Enterprise Linux Security Update for pki-core:10.6 and pki-deps:10.6 (ELSA-2020-4847)
160196 Oracle Enterprise Linux Security Update for pcs (ELSA-2022-7343)

20288 Oracle Database 19c Critical OJVM Patch Update - October 2020

20297 Oracle Database 18c Critical OJVM Patch Update - October 2020

20313 Oracle Database 12.2.0.1 Critical OJVM Patch Update - October 2020

240808 Red Hat Update for pcs (RHSA-2022:7343)

241153 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0554)



https://www.oracle.com/security-alerts/cpujan2020.html
https://lists.apache.org/thread.html/b736d0784cf02f5a30fbb4c5902762a15ad6d47e17e2c5a17b7d6205%2540%253Ccommits.airflow.apache.org%253E
https://lists.apache.org/thread.html/rca37935d661f4689cb4119f1b3b224413b22be161b678e6e6ce0c69b%2540%253Ccommits.nifi.apache.org%253E
https://seclists.org/bugtraq/2019/May/18
https://lists.apache.org/thread.html/r2baacab6e0acb5a2092eb46ae04fd6c3e8277b4fd79b1ffb7f3254fa%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc@%253Cissues.drill.apache.org%253E
https://lists.apache.org/thread.html/rac25da84ecdcd36f6de5ad0d255f4e967209bbbebddb285e231da37d%2540%253Cissues.flink.apache.org%253E
https://www.oracle.com/security-alerts/cpuapr2020.html
https://lists.apache.org/thread.html/r38f0d1aa3c923c22977fe7376508f030f22e22c1379fbb155bf29766%2540%253Cdev.syncope.apache.org%253E
https://access.redhat.com/errata/RHSA-2019:2587
https://www.privacy-wise.com/mitigating-cve-2019-11358-in-old-versions-of-jquery/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/QV3PKZC3PQCO3273HAT76PAQZFBEO4KP/
https://www.debian.org/security/2019/dsa-4460
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442@%253Cdev.drill.apache.org%253E
https://security.netapp.com/advisory/ntap-20190919-0001/
https://www.oracle.com/security-alerts/cpuApr2021.html
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00025.html
https://lists.apache.org/thread.html/6097cdbd6f0a337bedd9bb5cc441b2d525ff002a96531de367e4259f@%253Ccommits.airflow.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2021.html
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442%2540%253Cdev.drill.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2019-11358
https://nvd.nist.gov/vuln/detail/CVE-2019-11358
http://cve.report/qid/159652
http://cve.report/qid/159679
http://cve.report/qid/160196
http://cve.report/qid/20288
http://cve.report/qid/20297
http://cve.report/qid/20313
http://cve.report/qid/240808
http://cve.report/qid/241153

241154 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0552)

241155 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0553)

296073 Oracle Solaris 11.4 Support Repository Update (SRU) 24.75.2 Missing (CPUJUL2020)

354653 Amazon Linux Security Advisory for pcs : ALAS2-2023-1905

375425 Oracle Bl Publisher Multiple Vulnerabilities(CPUOCT2020)

377492 Alibaba Cloud Linux Security Update for ipa (ALINUX2-SA-2020:0169)

377817 Alibaba Cloud Linux Security Update for pcs (ALINUX2-SA-2022:0056)

6000085 Debian Security Update for otrs2 (DLA 3551-1)

670245 EulerOS Security Update for pki-core (EulerOS-SA-2021-1831)

670927 EulerOS Security Update for pki-core (EulerOS-SA-2020-2560)

940071 AlmaLinux Security Update for idm:DL1 and idm:client (ALSA-2020:4670)

940348 AlmaLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:4847)

960340 Rocky Linux Security Update for idm:DL1 and idm:client (RLSA-2020:4670)

960454 Rocky Linux Security Update for pki-core:10.6 and pki-deps:10.6 (RLSA-2020:4847)

960746 Rocky Linux Security Update for pcs (RLSA-2021:4142)

980287 Nodejs (npm) Security Update for jquery (GHSA-6c3j-c64m-ghgq)

995283 Python (Pip) Security Update for django (GHSA-6¢3j-c64m-ghgq)

995464 Java (Maven) Security Update for org.webjars.npm:jquery (GHSA-6¢3j-c64m-ghgq)
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