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Summary

CVE CVE-2019-11358

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-20 00:29:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description jQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {}, ...) because of Object.prototype pollution. If an unsanitized source object contained an enumerable __proto__ property, it could extend the native Object.prototype.

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Backdropcms Backdrop All All All

Application Backdropcms Backdrop All All All

Operating System Debian Debian Linux 8.0 All All

Operating System Debian Debian Linux 9.0 All All

Operating System Debian Debian Linux 9.0 All All

Application Drupal Drupal All All All

Application Drupal Drupal All All All

Operating System Fedoraproject Fedora 28 All All

Operating System Fedoraproject Fedora 29 All All

Operating System Fedoraproject Fedora 30 All All

Application Joomla Joomla! All All All

Application Jquery Jquery All All All

Application Jquery Jquery All All All

Operating System Juniper Junos 21.2 - All

Application Netapp Oncommand System Manager All All All

Application Netapp Snapcenter - All All

Application Opensuse Backports Sle 15.0 sp1 All
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Application Opensuse Backports Sle 15.0 sp1 All

Operating System Opensuse Leap 15.1 All All

Application Oracle Agile Product Lifecycle Management For Process 6.1 All All

Application Oracle Agile Product Lifecycle Management For Process 6.2.0.0 All All

Application Oracle Agile Product Lifecycle Management For Process 6.2.1.0 All All

Application Oracle Agile Product Lifecycle Management For Process 6.2.2.0 All All

Application Oracle Agile Product Lifecycle Management For Process 6.2.3.0 All All

Application Oracle Application Express All All All

Application Oracle Application Service Level Management 13.2.0.0 All All

Application Oracle Application Service Level Management 13.3.0.0 All All

Application Oracle Application Testing Suite 12.5.0.3 All All

Application Oracle Application Testing Suite 13.1.0.1 All All

Application Oracle Application Testing Suite 13.2 All All

Application Oracle Application Testing Suite 13.2.0.1 All All

Application Oracle Application Testing Suite 13.3 All All

Application Oracle Application Testing Suite 13.3.0.1 All All

Application Oracle Banking Digital Experience 18.1 All All

Application Oracle Banking Digital Experience 18.2 All All

Application Oracle Banking Digital Experience 18.3 All All

Application Oracle Banking Digital Experience 19.1 All All

Application Oracle Banking Digital Experience 19.2 All All

Application Oracle Banking Digital Experience 20.1 All All

Application Oracle Banking Enterprise Collections All All All

Application Oracle Banking Platform All All All

Application Oracle Big Data Discovery 1.6 All All

Application Oracle Bi Publisher 12.2.1.3.0 All All

Application Oracle Bi Publisher 12.2.1.4.0 All All

Application Oracle Bi Publisher 5.5.0.0.0 All All

Application Oracle Business Process Management Suite 12.2.1.3.0 All All

Application Oracle Business Process Management Suite 12.2.1.4.0 All All

Application Oracle Communications Analytics 12.1.1 All All

Application Oracle Communications Application Session Controller 3.8m0 All All

Application Oracle Communications Billing And Revenue Management 12.0 All All

Application Oracle Communications Billing And Revenue Management 12.0.0.3.0 All All

Application Oracle Communications Billing And Revenue Management 7.5 All All

Application Oracle Communications Billing And Revenue Management 7.5.0.23.0 All All
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Application Oracle Communications Diameter Signaling Router 8.0.0 All All

Application Oracle Communications Diameter Signaling Router 8.1 All All

Application Oracle Communications Diameter Signaling Router 8.2 All All

Application Oracle Communications Diameter Signaling Router 8.2.1 All All

Application Oracle Communications Eagle Application Processor All All All

Application Oracle Communications Element Manager 8.1.1 All All

Application Oracle Communications Element Manager 8.2.0 All All

Application Oracle Communications Element Manager 8.2.1 All All

Application Oracle Communications Interactive Session Recorder All All All

Application Oracle Communications Operations Monitor 3.4 All All

Application Oracle Communications Operations Monitor 4.0 All All

Application Oracle Communications Operations Monitor 4.1.0 All All

Application Oracle Communications Operations Monitor All All All

Application Oracle Communications Services Gatekeeper 7.0 All All

Application Oracle Communications Session Report Manager 8.1.1 All All

Application Oracle Communications Session Report Manager 8.2.0 All All

Application Oracle Communications Session Report Manager 8.2.1 All All

Application Oracle Communications Session Route Manager 8.1.1 All All

Application Oracle Communications Session Route Manager 8.2.0 All All

Application Oracle Communications Session Route Manager 8.2.1 All All

Application Oracle Communications Unified Inventory Management 7.3 All All

Application Oracle Communications Unified Inventory Management 7.4.0 All All

Application Oracle Communications Webrtc Session Controller 7.2 All All

Application Oracle Diagnostic Assistant 2.12.36 All All

Application Oracle Enterprise Manager Ops Center 12.3.3 All All

Application Oracle Enterprise Manager Ops Center 12.4.0 All All

Application Oracle Enterprise Manager Ops Center 12.4.0.0 All All

Application Oracle Enterprise Session Border Controller 8.4 All All

Application Oracle Financial Services Analytical Applications Infrastructure All All All

Application Oracle Financial Services Analytical Applications Infrastructure All All All

Application Oracle Financial Services Analytical Applications Reconciliation Framework 8.1.0 All All

Application Oracle Financial Services Analytical Applications Reconciliation Framework All All All

Application Oracle Financial Services Asset Liability Management 8.1.0 All All

Application Oracle Financial Services Asset Liability Management All All All

Application Oracle Financial Services Balance Sheet Planning 8.0.8 All All

Application Oracle Financial Services Basel Regulatory Capital Basic 8.1.0 All All
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Application Oracle Financial Services Basel Regulatory Capital Basic 8.1.0 All All

Application Oracle Financial Services Basel Regulatory Capital Basic All All All

Application Oracle Financial Services Basel Regulatory Capital Internal Ratings Based Approach 8.1.0 All All

Application Oracle Financial Services Basel Regulatory Capital Internal Ratings Based Approach All All All

Application Oracle Financial Services Data Foundation All All All

Application Oracle Financial Services Data Governance For Us Regulatory Reporting All All All

Application Oracle Financial Services Data Integration Hub 8.1.0 All All

Application Oracle Financial Services Data Integration Hub All All All

Application Oracle Financial Services Enterprise Financial Performance Analytics 8.0.6 All All

Application Oracle Financial Services Enterprise Financial Performance Analytics 8.0.7 All All

Application Oracle Financial Services Funds Transfer Pricing 8.1.0 All All

Application Oracle Financial Services Funds Transfer Pricing All All All

Application Oracle Financial Services Hedge Management And Ifrs Valuations 8.1.0 All All

Application Oracle Financial Services Hedge Management And Ifrs Valuations All All All

Application Oracle Financial Services Institutional Performance Analytics 8.1.0 All All

Application Oracle Financial Services Institutional Performance Analytics All All All

Application Oracle Financial Services Liquidity Risk Management 8.0.0.1.0 All All

Application Oracle Financial Services Liquidity Risk Management 8.0.2 All All

Application Oracle Financial Services Liquidity Risk Management 8.0.4.0.0 All All

Application Oracle Financial Services Liquidity Risk Management 8.0.5.0.0 All All

Application Oracle Financial Services Liquidity Risk Management 8.0.6 All All

Application Oracle Financial Services Liquidity Risk Measurement And Management 8.0.7 All All

Application Oracle Financial Services Liquidity Risk Measurement And Management 8.0.8 All All

Application Oracle Financial Services Liquidity Risk Measurement And Management 8.1.0 All All

Application Oracle Financial Services Loan Loss Forecasting And Provisioning 8.1.0 All All

Application Oracle Financial Services Loan Loss Forecasting And Provisioning All All All

Application Oracle Financial Services Market Risk Measurement And Management 8.0.5 All All

Application Oracle Financial Services Market Risk Measurement And Management 8.0.6 All All

Application Oracle Financial Services Market Risk Measurement And Management 8.0.8 All All

Application Oracle Financial Services Price Creation And Discovery All All All

Application Oracle Financial Services Profitability Management 8.1.0 All All

Application Oracle Financial Services Profitability Management All All All

Application Oracle Financial Services Regulatory Reporting For De Nederlandsche Bank 8.0.4 All All

Application Oracle Financial Services Regulatory Reporting For European Banking Authority 8.0.6 All All

Application Oracle Financial Services Regulatory Reporting For European Banking Authority 8.0.7 All All

Application Oracle Financial Services Regulatory Reporting For Us Federal Reserve All All All
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Application Oracle Financial Services Retail Customer Analytics All All All

Application Oracle Financial Services Retail Performance Analytics 8.0.6 All All

Application Oracle Financial Services Retail Performance Analytics 8.0.7 All All

Application Oracle Financial Services Revenue Management And Billing 2.4.0.0 All All

Application Oracle Financial Services Revenue Management And Billing 2.4.0.1 All All

Application Oracle Fusion Middleware Mapviewer 12.2.1.3.0 All All

Application Oracle Healthcare Foundation 7.1.1 All All

Application Oracle Healthcare Foundation 7.2.0 All All

Application Oracle Healthcare Foundation 7.2.2 All All

Application Oracle Healthcare Foundation 7.3.0 All All

Application Oracle Healthcare Translational Research 3.1.0 All All

Application Oracle Healthcare Translational Research 3.2.1 All All

Application Oracle Healthcare Translational Research 3.3.1 All All

Application Oracle Healthcare Translational Research 3.3.2 All All

Application Oracle Healthcare Translational Research 3.4.0 All All

Application Oracle Hospitality Guest Access 4.2.0 All All

Application Oracle Hospitality Guest Access 4.2.1 All All

Application Oracle Hospitality Materials Control 18.1 All All

Application Oracle Hospitality Simphony 18.1 All All

Application Oracle Hospitality Simphony 18.2 All All

Application Oracle Hospitality Simphony All All All

Application Oracle Identity Manager 12.2.1.3.0 All All

Application Oracle Insurance Accounting Analyzer 8.0.9 All All

Application Oracle Insurance Allocation Manager For Enterprise Profitability 8.0.8 All All

Application Oracle Insurance Allocation Manager For Enterprise Profitability 8.1.0 All All

Application Oracle Insurance Data Foundation All All All

Application Oracle Insurance Ifrs 17 Analyzer 8.0.6 All All

Application Oracle Insurance Ifrs 17 Analyzer 8.0.7 All All

Application Oracle Insurance Insbridge Rating And Underwriting 5.6.1.0 All All

Application Oracle Insurance Insbridge Rating And Underwriting All All All

Application Oracle Insurance Performance Insight 8.0.7 All All

Application Oracle Jdeveloper 11.1.1.9.0 All All

Application Oracle Jdeveloper 12.2.1.3.0 All All

Application Oracle Jdeveloper 12.2.1.4.0 All All

Application Oracle Jdeveloper And Adf 11.1.1.9.0 All All
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Application Oracle Jdeveloper And Adf 12.1.3.0.0 All All

Application Oracle Jdeveloper And Adf 12.2.1.3.0 All All

Application Oracle Jd Edwards Enterpriseone Tools 9.2 All All

Application Oracle Knowledge All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.55 All All

Application Oracle Peoplesoft Enterprise Peopletools 8.56 All All

Application Oracle Peoplesoft Enterprise Peopletools 8.57 All All

Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All

Application Oracle Policy Automation 10.4.7 All All

Application Oracle Policy Automation 12.1.0 All All

Application Oracle Policy Automation 12.1.1 All All

Application Oracle Policy Automation All All All

Application Oracle Policy Automation Connector For Siebel 10.4.6 All All
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https://www.oracle.com/security-alerts/cpuapr2020.html
https://lists.apache.org/thread.html/r38f0d1aa3c923c22977fe7376508f030f22e22c1379fbb155bf29766%2540%253Cdev.syncope.apache.org%253E
https://access.redhat.com/errata/RHSA-2019:2587
https://www.privacy-wise.com/mitigating-cve-2019-11358-in-old-versions-of-jquery/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/QV3PKZC3PQCO3273HAT76PAQZFBEO4KP/
https://www.debian.org/security/2019/dsa-4460
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442@%253Cdev.drill.apache.org%253E
https://security.netapp.com/advisory/ntap-20190919-0001/
https://www.oracle.com/security-alerts/cpuApr2021.html
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00025.html
https://lists.apache.org/thread.html/6097cdbd6f0a337bedd9bb5cc441b2d525ff002a96531de367e4259f@%253Ccommits.airflow.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2021.html
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442%2540%253Cdev.drill.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2019-11358
https://nvd.nist.gov/vuln/detail/CVE-2019-11358
http://cve.report/qid/159652
http://cve.report/qid/159679
http://cve.report/qid/160196
http://cve.report/qid/20288
http://cve.report/qid/20297
http://cve.report/qid/20313
http://cve.report/qid/240808
http://cve.report/qid/241153
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CVE.report and Source URL Uptime Status status.cve.report

241154 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0552)

241155 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0553)

296073 Oracle Solaris 11.4 Support Repository Update (SRU) 24.75.2 Missing (CPUJUL2020)

354653 Amazon Linux Security Advisory for pcs : ALAS2-2023-1905

375425 Oracle BI Publisher Multiple Vulnerabilities(CPUOCT2020)

377492 Alibaba Cloud Linux Security Update for ipa (ALINUX2-SA-2020:0169)

377817 Alibaba Cloud Linux Security Update for pcs (ALINUX2-SA-2022:0056)

6000085 Debian Security Update for otrs2 (DLA 3551-1)

670245 EulerOS Security Update for pki-core (EulerOS-SA-2021-1831)

670927 EulerOS Security Update for pki-core (EulerOS-SA-2020-2560)

940071 AlmaLinux Security Update for idm:DL1 and idm:client (ALSA-2020:4670)

940348 AlmaLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:4847)

960340 Rocky Linux Security Update for idm:DL1 and idm:client (RLSA-2020:4670)

960454 Rocky Linux Security Update for pki-core:10.6 and pki-deps:10.6 (RLSA-2020:4847)

960746 Rocky Linux Security Update for pcs (RLSA-2021:4142)

980287 Nodejs (npm) Security Update for jquery (GHSA-6c3j-c64m-qhgq)

995283 Python (Pip) Security Update for django (GHSA-6c3j-c64m-qhgq)

995464 Java (Maven) Security Update for org.webjars.npm:jquery (GHSA-6c3j-c64m-qhgq)
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