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CVE CVE-2019-11372
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-04-20 15:29:00 UTC
Updated 2023-11-07 03:03:00 UTC

Description An out-of-bounds read in MedialnfoLib::File__Tags_Helper::Synched_Test in Tag/File__Tags.cpp in MedialnfoLib in Media.
i
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Mediaarea Mediainfo 18.12 All All All

Application Mediaarea Mediainfo 18.12 All All All

Reference Source Link
[security-announce] openSUSE-SU-2019:1889-1: moderate: Security update f SUSE lists.opens
[SECURITY] Fedora 28 Update: libmediainfo-18.12-3.fc28 - package-announce - Fedora Mailing-Lists lists.fedore
[SECURITY] Fedora 28 Update: libmediainfo-18.12-3.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
[SECURITY] Fedora 28 Update: libmediainfo-19.04-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedore
[SECURITY] Fedora 29 Update: libmediainfo-18.12-3.fc29 - package-announce - Fedora Mailing-Lists lists.fedore
[security-announce] openSUSE-SU-2019:1658-1: moderate: Security update f SUSE lists.opens
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http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00028.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/B752JY7TABWSVYHFATD37XDD6PVIO5C6/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/B752JY7TABWSVYHFATD37XDD6PVIO5C6/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/XYF5I42OBJR7HKJD2OFS6LP26I52IT3M/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BC4Z4BGGMSSVTRKVD3OCW4JLH3K2ZNGP/
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00083.html

[SECURITY] Fedora 29 Update: mediaconch-18.03.2-7.fc29 - package-announce - Fedora Mailing-Lists lists.fedore

[SECURITY] Fedora 30 Update: libmediainfo-18.12-3.fc30 - package-announce - Fedora Mailing-Lists lists.fedore
[SECURITY] Fedora 29 Update: libmediainfo-18.12-3.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
[SECURITY] Fedora 30 Update: mediainfo-19.04-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
Medialnfo / Bugs / #1101 two crash found MISC sourceforg
[SECURITY] Fedora 30 Update: mediainfo-19.04-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedore
Fix crashes with some invalid streams by JeromeMartinez - Pull Request #1111 - MediaArea/MedialnfoLib - GitHub ~ MISC github.com
[SECURITY] Fedora 29 Update: mediaconch-18.03.2-7.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
[security-announce] openSUSE-SU-2019:1629-1: moderate: Security update f SUSE lists.opens
[SECURITY] Fedora 28 Update: libmediainfo-19.04-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
USN-3988-1: Medialnfo vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntt
[SECURITY] Fedora 30 Update: libmediainfo-18.12-3.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178501 Debian Security Update for libmediainfo (DLA 2603-1)
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