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Summary

CVE CVE-2019-11399

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-18 15:15:00 UTC

Updated 2019-12-23 17:51:00 UTC

Description An issue was discovered on TRENDnet TEW-651BR 2.04B1, TEW-652BRP 3.04b01, and TEW-652BRU 1.00b12 devices. OS command injection occurs through the get_set.ccp lanHostCfg_HostName_1.1.1.0.0 parameter.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Trendnet Tew-651br - All All All

Hardware Trendnet Tew-651br - All All All

Operating System Trendnet Tew-651br Firmware 2.04b1 All All All

Operating System Trendnet Tew-651br Firmware 2.04b1 All All All

Hardware Trendnet Tew-652brp - All All All

Hardware Trendnet Tew-652brp - All All All

Operating System Trendnet Tew-652brp Firmware 3.04b01 All All All

Operating System Trendnet Tew-652brp Firmware 3.04b01 All All All

Hardware Trendnet Tew-652bru - All All All

Hardware Trendnet Tew-652bru - All All All

Operating System Trendnet Tew-652bru Firmware 1.00b12 All All All

Operating System Trendnet Tew-652bru Firmware 1.00b12 All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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