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Summary

CVE CVE-2019-11401

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-22 11:29:00 UTC

Updated 2019-04-24 20:36:00 UTC

Description A issue was discovered in SiteServer CMS 6.9.0. It allows remote attackers to execute arbitrary code because an administrator can add the permitted file extension .aassp, which is converted to .asp because the "as" substring is deleted.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Siteserver Siteserver Cms 6.9.0 All All All

Application Siteserver Siteserver Cms 6.9.0 All All All

References

Reference Source

There is a vulnerability that the attacker can uploads a file bypassed the filtering rule to getshell. · Issue #1858 · siteserver/cms · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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