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Certain versions of Fusionpbx from Fusionpbx contain the following
vulnerability:

app/operator_panel/exec.php in the Operator Panel module in
FusionPBX 4.4.3 suffers from a command injection vulnerability due to
a lack of input validation that allows authenticated non-administrative
attackers to execute commands on the host. This can further lead to
remote code execution when combined with an XSS vulnerability also

present in the FusionPBX Operator Panel module.
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CVE References

Description Tags Link

FusionPBX 4.4.3 Remote
Command Execution ≈ Packet

Exploit

Third Party Advisory

 MISC packetstormsecurity.com/files/153256/FusionPBX-4.4.3-Remote-Command-
Execution.html

CVE-2019-11409 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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Storm
Third Party Advisory

VDB Entry

packetstormsecurity.com

text/html

Update exec.php ·
fusionpbx/fusionpbx@e43ca27
· GitHub

Patch

Third Party Advisory

github.com

text/html

 MISC
github.com/fusionpbx/fusionpbx/commit/e43ca27ba2d9c0109a6bf198fe2f8d79f63e0611

FusionPBX Operator Panel
exec.php Command Execution
≈ Packet Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/155344/FusionPBX-Operator-Panel-exec.php-
Command-Execution.html

GDS - Blog - RCE Using
Caller ID - Multiple
Vulnerabilities in FusionPBX

Exploit

Third Party Advisory

blog.gdssecurity.com

text/html

 MISC blog.gdssecurity.com/labs/2019/6/7/rce-using-caller-id-multiple-vulnerabilities-
in-fusionpbx.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Fusionpbx Fusionpbx 4.4.3 All All All

Application Fusionpbx Fusionpbx 4.4.3 All All All

No vendor comments have been submitted for this CVE
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