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Summary

CVE CVE-2019-11411

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-22 11:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description An issue was discovered in Artifex MuJS 1.0.5. The Number#toFixed() and numtostr implementations in jsnumber.c have a stack-based buffer overflow.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Mujs 1.0.5 All All All

Application Artifex Mujs 1.0.5 All All All

References

Reference Source Link

[SECURITY] Fedora 31 Update: mujs-1.0.9-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 32 Update: mujs-1.0.9-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: mujs-1.0.9-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: mujs-1.0.9-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: mujs-1.0.9-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Bug Access Denied MISC bugs.ghostscript.com

Artifex MuJS Multiple Stack Buffer Overflow and Denial of Service Vulnerabilities BID www.securityfocus.com

mujs: Multiple vulnerabilities (GLSA 202007-52) — Gentoo security GENTOO security.gentoo.org

Bug 700938: Fix stack overflow in numtostr as used by Number#toFixed(). · ccxvii/mujs@da632ca · GitHub MISC github.com

[SECURITY] Fedora 33 Update: mujs-1.0.9-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

git.ghostscript.com Git - mujs.git/commit MISC www.ghostscript.com
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https://cve.report/
https://cve.report/CVE-2019-11411/mitre
https://cve.report/CVE-2019-11411/nist
https://cve.report/CVE-2019-11411/cve_org
https://cve.report/CVE-2019-11411.pdf
http://cve.report/vendor/artifex
http://cve.report/software/artifex/mujs
http://cve.report/vendor/artifex
http://cve.report/software/artifex/mujs
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/67PMOZV4DLVL2KGU2SV724QL7Y4PKWKU/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/3RQXMWEOWCGLOLFBQSXBM3MBN33T4I5H/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/MFCRO74ORRIVWNVAX2MAMRY3THCTWLQI/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/67PMOZV4DLVL2KGU2SV724QL7Y4PKWKU/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3RQXMWEOWCGLOLFBQSXBM3MBN33T4I5H/
https://bugs.ghostscript.com/show_bug.cgi?id=700938
http://www.securityfocus.com/bid/108093
https://security.gentoo.org/glsa/202007-52
https://github.com/ccxvii/mujs/commit/da632ca08f240590d2dec786722ed08486ce1be6
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MFCRO74ORRIVWNVAX2MAMRY3THCTWLQI/
http://www.ghostscript.com/cgi-bin/findgit.cgi?da632ca08f240590d2dec786722ed08486ce1be6
https://www.cve.org/CVERecord?id=CVE-2019-11411


NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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